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Goals and Metrics Impact 
 • Staff are very serious about meeting goals 


– Focusing on specific targets has been effective 


• Metrics annually adjusted to reflect staffing increases,   
knowledge growth, process changes 
 
 


• Audit report publication: 
 


 


 


 


• Case Dispositions 
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Year Reports Average Target 


2009 27 86 days 90  days 


2010 26 66  days 90  days 


2011 36 83  days 80 days 


2012 41 52 days 65 days 


Year Dispositions Target 


2009 37 N/A 


2010 119 75 


2011 232 150 


2012 251 244 







2013 Goals and Metrics 
 Metric Goal Weight 


Expedite mitigation of High Impact 
Violations 


105 days to mitigation 
plan (MP) acceptance  


10% 


Process 2012 year-end caseload within 
2013 


100% of 2012 caseload 15% 


Accept/reject MPs within 30 days of 
submission 


100% 5% 


Review MPs for completion within 30 days 
of entity’s notice of completion 


100% 5% 


Review MP milestones for completion 
within 30 days of quarter’s end 


100% 5% 


Complete documentation close-out of all 
closed violations (new) 


75% of backlog 7.5% 
3 
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2013 Goals and Metrics 
 


Metric Goal Weight 


Publish off-site audit reports 55 days 10% 


Publish on-site audit reports 75 days 10% 


Publish Spot Check reports 90 days 5% 


Publish assessment of self-certification, 
exception reporting, periodic data submittals on time 


95% 2.5% 


Notify NERC of incoming violations 5 days 2.5% 
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2013 Goals and Metrics 
 


 
Metric Goal Weight 


Reduce average audit costs for contractors & travel 10% reduction 7.5% 


Maintain or improve relay operations success rate 90% 5% 


Proper cause coding of events in SPP RE footprint 
(new) 


90% 5% 


Issue reliability assessments on time (new) 100% 2.5% 


Outreach production activities (new) 100% 2.5% 







Overall 2013 Goals and Metrics 


• Benefit Registered Entities by: 


– Providing timely processing of audit  
results and enforcement actions 


– Helping them return to compliance as  
soon as possible 


– Encouraging most efficient/effective use  
of SPP RE’s tools and resources 


– Focusing SPP RE staff on specific performance targets 


• Successfully meeting all goals should positively impact 
BES reliability 
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Questions or Comments? 


Ron Ciesiel 
rciesiel.re@spp.org 
501-614-3265 
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January 2013 


 
January Newsletter to include: 
 


• CIP and webCDMS tips 
• Upcoming events 
• Three new training videos posted 
• Follow-up on fall workshop small group discussion, “How to Make Compliance Training Stick” 
• Welcome Mike Hughes 
• 2012 By The Numbers 
• Vegetation management update 
• Standards Process Manual comments due 2/9/13 
 


Videos: 


• Posted three new videos: 


o Human Performance: Entity Perspectives & Experiences 


o Human Performance: Impact on Reliability 


o Training Employees on Compliance 


 
Workshop Activity: 


• Developed draft agenda for May 21-11 CIP workshop and confirmed eight guest speakers; will publish agenda 
in February 


• Scheduled conference calls and practice sessions for March 5-6 workshop 


 


Webinar Activity: 


• Scheduled How to Use EFT Server & Evidence Protection webinar, April 18, 10:00-10:45 CST 
 


 


2013 Outreach Report 
 



http://vimeopro.com/sppre/basics#/video/57238797

http://vimeopro.com/sppre/basics#/video/57247538

http://vimeopro.com/sppre/basics#/video/57154475

http://www.spp.org/event_detail.asp?dateID=May_21_2013

http://www.spp.org/event_detail.asp?oID=4479

http://www.spp.org/event_register2.asp?oID=4705
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Southwest Power Pool, Inc. 


REGIONAL ENTITY TRUSTEE MEETING 


SPP Corporate Center 


Little Rock, AR 


 


October 29, 2012 


 


•  M I N U T E S  •  


 


Trustees John Meyer, Chairman; Gerry Burrows; and Dave Christiano attended. There were 30 


people in attendance either in person or via net conference (see attached attendance list). 


1 – Call to Order and Introductions 


SPP RE Trustee Chairman Meyer called the meeting to order at 8:04 a.m., welcomed Board of 


Directors representative, and asked for a round of introductions.   


2 – Antitrust Guidelines 


Chairman Meyer presented the Antitrust Guidelines for meeting participants to review 


(Attachment 2). 


3 – Consent Agenda  


The Consent Agenda included the following requested action: 


Approval of Meeting Minutes- July 30, 2012 (Attachment 3) 


 


SPP RE Trustee Dave Christiano asked if there were any corrections to the minutes.  Hearing 


none, Trustee Burrows moved to approve the minutes as presented and Chairman Meyer 


seconded.  The Motion passed unanimously.   


4 – General Manager’s 2012 Third Quarter Report  


SPP RE General Manager Ron Ciesiel presented the RE’s First Quarter 2012 Report. 


(Attachment 4). NERC approved the extended agreement for SERC to serve as the Compliance 


Enforcement Authority for the SPP RTO; it is now at FERC awaiting approval. NERC 


suspended the Risk Assessment Template project and expects to implement it in 2013, along 


with other revamped CMEP activities.  


 


The BES definition is still at FERC; the NOPR received a number of comments. Industry 


anticipates FERC will approve the definition by end of year and for the exception process to go 


into effect shortly thereafter. The BES Standard Drafting Team posted a Guidance Document for 


comments.  


 


Extensive analysis reports were written on both Southwest outages. The underlying causes of 
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these events were repeats of previous events. NERC and FERC have increased their follow-up 


with Registered Entities involved in the events and those not involved. As these system events 


unfold, we can expect increased scrutiny from NERC and FERC.  


 


All the REs have engaged Deloitte to create a baseline of current CMEP practices and 


recommend a model set of practices to be adopted across all footprints. Deloitte was onsite at 


SPP RE for four days to interview SMEs and review documents. A final report is due in the first 


quarter of 2013.  


 


We have posted our 2013 CMEP documents, which did not change very much from 2012.  


 


Stacy Duckett noted a Regional Compliance Working Group is being formed in addition to 


holding conference calls on individual standards issues. It was suggested that SPP streamline 


communications on standards and compliance issues. 


5 – 2012 Stakeholder Satisfaction Survey Results 


Ron Ciesiel reviewed results of the 2012 SPP RE Stakeholder Satisfaction Survey (Attachments 


5).  On a scale of 1-5 in which 5 represents the most favorable score, average ratings throughout 


the survey were in the 3-4 range. No average ratings were unfavorable (below 3), yet none were 


in the extremely favorable range (above 4.1). When asked how well SPP RE’s programs and 


services meet expectations, respondents rated all with scores between 3 (meets expectations) and 


3.4 (4 is exceeds expectations). When asked to rate employees’ customer service ability or 


programs’ responsiveness to needs, respondents rated all with average scores between 3.8 (3 is 


average) and just above 4 (good).Of the 32 respondents who interact with other Regional 


Entities, 59% rated SPP RE about the same, 25% rated SPP RE somewhat better, and 16% rated 


SPP RE much better. None indicated SPP RE’s performance is worse. 


 


Ratings have annually increased in five major categories from 2010-2012. Regarding overall 


satisfaction with SPP RE, 2012 average and below average ratings decreased, good ratings were 


slightly less than in 2011 but higher than 2010, and excellent ratings increased over 2010 and 


2011. 


6 – 2012 Trustees Self-Assessment 


The 2012 Trustees’ Self-Assessment (Attachment 6) noted that all Trustees attended all meetings 


and meetings averaged 37 attendees. Major accomplishments included adoption of the first SPP 


RE Strategic Plan, reduction of enforcement violation caseload to less than one year, approval of 


the regional UFLS standard for submission to NERC, and implementation of compliance plan 


associated with FERC 2011 audit. 


7 – PRC-006-SPP-01 UFLS Standard Status 


David Kelley gave an update on the UFLS standard, which was posted at NERC for comment  


(Attachment 7). OPPD, LES, and City of Abbeville provided comments about the voting 


process, economic impact, and the need the standard. The Standard Drafting Team met last week 


to finalize responses to comments. If approved at the November 7 NERC Board of Trustees 



http://www.spp.org/section.asp?group=2583&pageID=27
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meeting, PRC-006-SPP-01 will be submitted to FERC. Chairman Meyer noted that the SPP RE 


standards process was approved by NERC and FERC.  


8 – Winter Reliability Assessment Overview 


David Kelley gave a summary of the SPP Winter Reliability Assessment. SPP RE hosted a 


webinar in September to discuss the report and gather stakeholder feedback to help us polish the 


report. This year we used in-house data from the Model Development Working Group to build 


the assessment; this allowed us to reduce the number of data requests we send to Registered 


Entities. The RTO conducted an outage assessment related to EPA regulations and did not 


determine any reliability impacts. Outages that are submitted for the near-term assessment will 


be considered in the seasonal assessment.  


 


9 – Compliance Report 


Ron Ciesiel presented the Compliance Report (Attachment 9). The 2013 Audit Scope plan is 


similar to last year’s plan; NERC’s 2013 documents are also posted. A major NERC filing is 


expected in March 2013 with changes to the Compliance and Enforcement program. 


 


We are halfway through the Facilities Ratings Alert Program, which continues through the end 


of 2013. Discrepancies should be remediated in a year. Physical discrepancies occur when there 


is a difference between design and construction; companies can fix the problem, derate the lines 


to match the finding, or increase ratings for overbuilds. Any compliance actions are deferred to 


the end of the program.  


 


Winter preparations should be underway at our Registered Entities. NERC is processing a 


Standards Authorization Request for a winder preparation standard. Entities are encouraged to 


review the recommendations from the Arizona-California Outages report. According to our 


survey, SPP RE entities are implementing the recommendations.  


 


We will expect all Registered Entities to abide by the BES Guidance Document for consistency 


across all regions.  


 


We have not had eight quarters with no reportable vegetation contacts, which is a very long time 


period to have no events. We have been emphasizing misoperations for several years, and 


misoperations have dropped. The vast majority of misoperations, both nationally and at SPP RE, 


are unnecessary trips and are on facilities under 200 kV, which are often more congested and 


older. A national task force plans to publish a findings paper at the end of the year. We have 


asked the SPCWG to determine an appropriate level of successful operations for which the 


region should strive. 


 


Trustee Christiano noted that misoperations are usually a component of blackouts and expressed 


a concern that unnecessary trips are so high. When facilities trip at a high voltage, it can cause 


major problems.  


 


We are on track toward our 2012 goals. The Most Violated Standards list represents 80% of SPP 


RE violations; the list continues to be dominated by CIP Standards. About 65% of SPP RE 
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violations are CIP. CIP Version 5 recently passed a NERC ballot. There are now three standard 


versions in play; NERC needs to clearly explain how to migrate from version 3 to 4 to 5. 


10 – Enforcement Report  


Joe Gertsch presented the Enforcement Report (Attachments 10). Mr. Gertsch reviewed third 


quarter compliance Enforcement activities and caseload, the High Impact Violations summary, 


and Mitigation Plan metric results. Our goal is to process 245 violations in 2012. There are 205 


open violations; 59 are High Impact. NERC is moving to a one-year rolling violation caseload. 


 


The Enforcement group’s objective is to process violations within one year of receipt, on a “first 


in first out” basis. We have implemented a “triage” process. When a violation comes to 


Enforcement, it is assigned to one of the two enforcement engineers to identify FFT candidates 


as quickly and more fully develop the violation scope as soon in the process as possible. 


Enforcement can manage 200-250 violations per year internally; the use of consultants would 


allow us to expand that number. We are sensitive to Registered Entities that are trying to move 


their violations forward more quickly to NERC. SPP RE and all other Regional Entities are 


striving for a 12-month caseload. 


 


Trustee Burrows suggested we consider surveying Registered Entities regarding caseload and 


violation processing. We need to ensure Registered Entities understand their obligations 


(mitigation plans, open discovery) to move violations forward.  


11 – Critical Infrastructure Protection Committee Report 


Robert McClanahan gave an update on some recent cyber attacks against an oil company, banks 


and other institutions. There is a proposed cyber security Executive Order; the Administration 


wants to see Department Homeland Security coordinating cyber issues. 


 


Board Chairman Jim Eckelberger noted that satellite communications are important during cyber 


outages; Bary Warren confirmed that SPP Operations does have satellite phones. 


12 – NERC Representatives Written Reports  


Chairman Meyer asked if there were questions or comments about the NERC Committee 


Representatives’ written reports (Attachments 12 a-e). Hearing none, Chairman Meyer thanked 


the NERC representatives for submitting their reports.  
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13 –Standards Process Manual Task Force Report (SPMTF) 


Stacy Duckett provided an update on the SPMTF, which is updating the SPP RE Regional 


Standards Process Manual and clarifying issues regarding voting, communications, MOPC’s 


role, and other issues. Chairman Meyer discouraged creating a new committee just for regional 


standards and noted that MOPC did a good job with the UFLS process. 


 


14 – Written Reports: SPP RE Staff 


Chairman Meyer asked if there were comments or questions on the YTD Financial Statement, 


SPP RE Outreach Activity, or the Past Action Item Status Report (Attachments 12a-c). The 


Trustees noted the SPP RE training video series is a good addition to the outreach program. 


 


Ron Ciesiel reported we are running under budget, primarily due to understaffing. 


Agenda Item 13 – New Action Items  


Joe Gertsch took an action item to discuss the Enforcement caseload issue more fully at the 


January meeting, with input from Registered Entities and other REs. 


 


Agenda Item 14 – Future Meetings 


 


2013 SPP RE Trustees meetings: 


 


January 28, 2013 – Little Rock 


April 29, 2013 - Kansas City 


June 17, 2013 - Little Rock 


July 29, 2013 - Denver 


October 28, 2013- Tulsa 


 


With no further business, RE Trustee Chairman Meyer adjourned the meeting at 11:57 a.m.  


 


Respectfully Submitted, 


 


 


Emily Pennel 


Acting RE Trustee Secretary 



http://www.spp.org/event_detail.asp?oID=4331

http://www.spp.org/event_detail.asp?oID=4332

http://www.spp.org/event_detail.asp?oID=4357

http://www.spp.org/event_detail.asp?oID=4333

http://www.spp.org/event_detail.asp?oID=4334






 
 
 
1. Expedite processing and mitigation of High Impact (HI) violations 
 
Objective:  Have Registered Entities mitigate HI violations as soon as possible. 
 


HI violations are violations of reliability standards and requirements with a High Violation 
Risk Factor (VRF) and violations of a select group of non-High VRF standards and 
requirements identified by SPP RE Compliance.   


 
HI violations shall include violation of standards and requirements with a High VRF and the 
high risk standards and requirements identified by Compliance as follows: 
 
 COM-002-2 R2  
 PRC-005-1 R2 
 CIP-002-3 R2 
 CIP-002-3 R3 
 CIP-005-3a R2 
 CIP-005-3a R3 
 CIP-007-3 R2 
 CIP-007-3 R3  
 CIP-007-3 R6  


 
Enforcement shall fast track HI violations to ensure they are mitigated as soon as possible.  To 
accomplish this metric, Enforcement will solicit the submission of mitigation plans or issue a 
NAVAPs to require the submission of mitigation plans for all HI violation, and existing 
caseload within 105 days.1,2 


 
Measure:   Average number of days to mitigation plan acceptance or NAVAPS issuance for all HI 


violations. 
 


(the earlier of the date of MP Acceptance or Issuance of the NAVAPS) – (the date of 
Compliance Sync of HI violations in CDMS) = days  


 


Performance Contribution 80% 100% 120% 


Average Number of Days 120 105 75 


 
Weight: 10% 
 
Comments: -Number of days reduced by 15 days from 2012 
 


                                                 
1 Violations of the identified standards and requirements may be exempted from HI treatment with SRT approval.  
Violations of standards and requirements not identified may be designated for HI treatment with SRT approval. 
2  2012 High Impact Violation without accepted mitigation plan or issuance of a NAVAPS on January 1, 2013 will 
count toward the 2013 metric.  


2013 Metrics (Draft) 
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2. Maintain caseload of no more than one year 
Objective:  Maintain violation processing capability and efficiency in 2013 in order to achieve a one year 


caseload by January 1, 2014. 
 
As of December 31, 2012, the SPP RE caseload is 168.  To achieve the metric, the RE will 
send to NERC in 2013 completed dispositions (i. e. settlements, NOCVs, FFTs, spreadsheet 
NOPs, dismissals3) equivalent to 100% of the December 31, 2012, Enforcement caseload. 


 
Measure:   (Number of completed dispositions / (Caseload on December 31, 2013) = Percent Caseload 


Completed 
 


Performance Contribution 80% 100% 120% 


Percent of 2013 Caseload   80% 100% 120% 


 
Weight: 15 % 


3. Accept or reject mitigation plans within 30 days of submission 
by the Registered Entity 


Objective: To accept submitted mitigation plans in accordance with CMEP requirements 
 
Measure:   (1) (number of mitigation plans accepted or rejected in <= 30 days in a month) / (number 


of mitigation plans submitted in the month) = Percent Mitigation Plans Accepted/Rejected <= 
30 days each month    


Accept/Rejected Days = (“Submitted on Date” in CDMS) – (“Accepted by Region On” or 
“date of email requesting resubmission” in CDMS)    


(2) average number of days to accept or reject mitigation plans 
 
To be able to calculate the metric in January 2014, the metric applies to all mitigation plans 
submitted between December 1, 2012 and November 30, 2013.   
   


Contribution4 ∑Months where100% MPs  
Accepted/Rejected <=30 days/12 *100% 


Enforcement must achieve a 
100% success rate for 
acceptance/rejection <= 30 days 
in 2013 before becoming 
eligible for a Performance  
Contribution above 100%. 


120% 


Goal 100% MPs Accepted/Rejected <=  
30 days / month 


Average Number of  
Days to Accept/Reject  
= 20 


 
Weight: 5.0 % 


                                                 
3 The number of dismissals shall include those dismissals not requiring NERC approval but approved by the SRT. 
4 The 100% performance contribution is based on the number of months 100% of submitted mitigation plans are 
accepted/rejected within 30 days.  For example if Enforcement accepted/rejected 100% of the mitigation plans 
submitted within 30 days for 11 of 12 months in 2013 then the performance contribution would equal 11/12 x 100% 
or 91.6%.  The 120% performance contribution is determined on an annual basis and is not available unless 
Enforcement achieves 100% mitigation plans accepted/rejected within 30 days for all 12 months. 







 


SPP RE 2013 Metrics- Proposed                                                                                                          3 
  


4. Complete mitigation plan completion reviews within 30 days of 
Registered Entity notification of completion 


Objective: To complete the review of mitigation plan completions in accordance with SPP RE 
requirements.  


 
Measure:    Average Mitigation Plan completion review days 
 


Days = (“Certification Received by Region On” date in CDMS) – (“Mitigation Verified On” 
date in CDMS)   


 


Performance Contribution 50% 100% 150% 


Average MP Completion Review days 
Applies to all mitigation plan certifications received in 2013 40 30 20 


 
Weight: 5.0% 
 
 
5. Complete quarterly mitigation plan milestone completion reviews within 30 


days of the end of the quarter5 
 
Measure:   (1) (number of mitigation plan milestone reviews completed in <= 30 days of the end of the 


quarter for each quarter) / (number of mitigation plan milestones to be completed in the 
quarter) = Percent Milestone Reviews Completed 


   
Review Days = (Publication of the Milestone Review Report) – (last day of the quarter)  


 
(2) average number of days to produce the Milestone Review Report 


 
Applies to all mitigation plans with milestones scheduled for completion between October 1, 
2012 and September 30, 2013. 


 
Contribution6 ∑Quarters where100% Milestone  


reviews completed <=30 days/4 * 100% 


Enforcement must achieve a 100% 
success rate for milestone  
completion reviews <= 30 days 
 in 2013 before becoming eligible  
for a Performance Contribution 
above 100%. 


150% 


Goal 100% Milestone reviews completed  
<= 30 days of quarter end 


Average number of  
days to complete  
reviews 20 


 
Weight: 5.0 % 


                                                 
5 The first quarterly review is due in January for the last quarter of 2012. 
6 The 100% performance contribution is based on the number of quarters 100% of milestone completion reviews are 
completed within 30 days of the end of the quarter.  For example if Enforcement achieved 100% milestone 
completion reviews within 30 days for 3 quarters in 2013 then the performance contribution would equal 3/4 x 
100% or 75%.  The 150% performance contribution is determined on an annual basis and is not available unless 
Enforcement achieves 100% milestone completion reviews within 30 days for all 4 quarters. 
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6. Complete the documentation close out of 75% of all closed 
violations. 7 


 
Objective: To ensure Enforcement case records and webCDMS are complete and include all 


documentation necessary to support the processing of a violation of the Reliability Standards.  
During the 2011transition from the Excel workbook to the NERC Sync process for sending 
violation documentation to NERC, supporting documentation was not uploaded to webCDMS.  
This metric is designed to backfill pre Sync process supporting documentation in webCDMS 
and complete documentation close out of new violations as the violations are closed.   


 
Measure:   Violation documentation close out has successfully occurred when : 
 


(1) Case Manger review of the Violation Case Record is performed and the Case Record 
folder is complete.  


(2) Substantive and relevant violation documentation has been copied to the violation 
Enforcement Docket folder and the folder is complete.  


(3) Documents required for Sync with NERC have been uploaded to CDMS. 
(4) CDMS data fields have been completed and verified as accurate. 


 
Percent Completed Violation Documentation Close Out = (Total Number of Violations with 
Documentation Close Out Completed) / (Total Number of Violations Closed as of November 
1, 2013) 


 


Performance Contribution 50% 100% 150% 


Percent Completed Violation Documentation Close Out 60% 75% 90% 


 
 
Weight: 7.5 % 


                                                 
7 Closed violations shall include the backlog of closed violations with incomplete violation documentation and all 
violations closed in 2013.  A violation is closed when the Notice of Completion of Enforcement Action is issued.  
For metric purposes, the set of closed violations will be subject to a November 1, 2013 cut-off date to allow time for 
documentation close out of violations closed in 2013. 







 


SPP RE 2013 Metrics- Proposed                                                                                                          5 
  


 


7. Publish non-public off-site audit report to NERC 
Goal:    55 days 
 


Base Measurement Point: Measured from last day of audit 
 


Achievement Goals:   
 
  


  
  


Weight:   10% 
 


Comments:   - Reduced by 5 days from 2012 
- Based on blend of proposed audits in 2013, average time is ~ 60 days 
for audit reports 


8. Publish non-public on-site audit report to NERC 
 


Goal:    75 days 
 


Base Measurement Point: Measured from last day of audit 
  
Achievement Goals:   


 


 
Weight:   10% 
 
Comments:   - Same as 2012 


- Based on blend of proposed audits in 2013, average time is ~ 60 days 
for audit reports  


9. Publish non-public Spot Check Reports to NERC 
 


Goal:    90 days 
 


Base Measurement Point: Measured from last day of required data submittal 
 
 


Achievement Goals:   
  
  


  
 
Weight:   5% 
 
Comments:   - Metric should top out at 110% 


- Same as 2012 
 
 


80% 100% 120% 


60 days 55 days 45 days 


80% 100% 120% 


80 days 75 days 65 days 


80% 100% 110% 


95 days 90 days 75 days 
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10. Publish internally completed assessment of self 
certification/exception reporting/periodic data submittals 


 
Goal:    95% published within allotted timeframe 
 


Base Measurement Point: Measured from last day of due dates in SPP RE-published reporting                          
requirements schedule 
 


Achievement Goals: 
 
 
  
 
Weight:   2.5% 
 
Comments:   - Metric should top out at 110% 


- Same as 2012 
 


11. Process incoming possible violations to NERC through CDMS in 
5 business days or less 


 
Goal:    5 business days 
 
Base Measurement Point: Measured from original entry date in CDMS/last day of audit/last day of spot 


check 
 


Achievement Goals: 
 
 
  
 
Weight:   2.5% 
 
Comment: Metric should top out at 110% 


Same targets as 2012 


80% 100% 110% 


<95% > 95% 100% 


80% 100% 110% 


6 days 5 days 3 days 
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12. Reduce estimated cash cost of audits - on-site/off-site over 
standard costs; includes contractor billings and travel  


 
Goal:    10% reduction 
 
Base Measurement Point: Standard Cash Costs as Stated below: 


 
2012 On-Site: CIP $28,250 [2012 - $38,029] 


693 $34,000 [2012-$33,057] 
 
2012 Off-Site: CIP $0         [2012 - $0] 


693  $5,900 [2012 - $5,858] 
 


Achievement Goals: 
 
 
 
 
Weight:   7.5% 
 
Comments:   - Similar to 2012 


- Adaptable audit techniques should lead to reduced cash expenditures per unit 
of work 
 


13. Increase outreach/ oversight of relay misoperations data to 
maintain or improve success rate for 4Q2012 – 3Q2013 versus 
same period of 2012 


 
Goal:    90% or greater success rate over 4 quarter rolling average 
 
Base Measurement Point: Based on totals reported for the period using new national database                          


 


 
 


 
Achievement Goals: 


 


 
 
 
Weight:   5% 
 
Comments:   - Similar to 2012; Changed to Success Rate from raw data inputs 
    - Current rolling 4Q Success Rate is 89.75%  


- Outreach efforts will be general and targeted 
- Oversight may include spot checks of misoperation reports 
- There are many factors that can influence the raw numbers of misoperations 
and ultimately a rolling average over a longer period of time will need to be 
substituted but until then only short term goals can be made 


50% 100% 150% 


5% reduction 10% reduction 20% reduction 


80% 100% 150% 


<87% > 90% >92% 
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14. Assure proper Cause Codes can be verified from Event Analysis 
Reports issued by SPP RE Registered Entities 


 
Goal:    90% or greater 
 
Base Measurement Point: Measured by NERC report issued periodically on regional success in this area  
 
Achievement Goals: 
 
 
  
 
Weight:   5% 
 
Comment:   New for 2013 
    Current NERC National Statistics is 60% success rate 
    SPP RE for 2012 was at 85% success rate 
 


15. Issue all Reliability Assessments required by NERC in a timely 
manner 


 
Goal:    Issue on or before posted due date 
 
Base Measurement Point: Assessments published to NERC 
 
Achievement Goals: 
 
 
  
 
 
Weight:   2.5% 
 
Comment:   New for 2013 
 
 
 
 
 
 
 
 
 
 
 


 
80% 


 
100% 


 
150% 


80% 90% 100% 


50% 100% 110% 


Less than 100% 
time 


100%  
on-time 


None 
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16. Outreach Production Goals 
Goal:    Conduct 3 workshops; 9 webinars and issue 12 newsletters in 2013 
 
Base Measurement Point: Based on measured count at end of year 


 
Achievement Goals: 
 
 
  
 
 
 
Weight:   2.5% 
 
Comment:   New for 2013 


50% 100% 110% 


Does not meet  
stated goals 


Meets stated  
goals 


None 
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SPP Regional Trustee Update 


 January, 2013 


 


 NERC Operating Committee 


Meeting 
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ACE Diversity Interchange 


Reliability Guideline 


• OC approved transition of the ACE DI White 


Paper into a Reliability Guideline in March 2012 


• Draft Reliability Guideline posted for comment in 


June 2012, no changes made 


• OC approved the final Reliability Guideline at the 


December 2012 meeting 


 


 


 


 


 







Balancing Authority Reliability-


based Control SDT 


• Update on ongoing Balancing Authority ACE 
Limit (BAAL) field trial 


• OC will provide comments to the Standards 
Cmte that recommends the SDT develop a final 
BAAL field trial report that also identifies lessons 
learned and the termination of the field trial in 
the event that BAL-001 does not successfully 
pass ballot  


 


 


 


 







 Arizona-California Outages-


Causes and Recommendations  


• OC reviewed WECCs efforts to address the 


report recommendations 


• OC discussed several of the recommendations 


addressed to NERC 


• OC task force will discuss several issues with 


ORS Subcommittee for further action 







 PRC-001 – System Protection 


Coordination - Review  


• Focus discussion on use of the word “familiar” in 
Requirement 1 


• Requirement 1 states: “Each TOP, BA, GOP shall be 
familiar with the purpose and limitations of protection 
system schemes applied in its area.” 


• Continued discussion from September OC meeting on 
practices being implemented by OC members to 
enhance reliability around relay protection 


• Followup at March 2013 OC meeting to determine how 
the OC might incorporate current industry practices into 
a reliability guideline or some other type of document 







 Winter Weather Readiness – Current 


Industry Practices Reliability Guideline  
• FERC and NERC performed a joint analysis of the 2011 event and 


published Southwest Cold Weather Event report with recommendations 


• OC addressed recommendations through the development of a draft 
Reliability Guideline to identify current practices across the regions 


• 2 options raised for consideration by the Review Team 


– Address through standards revisions 


– Use new OC Guidelines to publish a best-practices type document  


• SAR created to address GOPs developing and implementing a set of plans 
to mitigate operating emergencies 


– OC commented that recommendations be addressed through the Reliability 
Guideline 


– SAR was approved for standard consideration by NERC SC, drafting team 
assigned to review comments and recommend a course of action 


• OC approved the draft Reliability Guideline at the December 2012 meeting, 
posted for industry comment 


– Also fulfills RISC action item for OC 


 







NERC IDC Related Reference 


Documents 


 


• Operating Reliability Sub-cmte (ORS) reported that the NERC 
Interchange Distribution Calculator (IDC) WG approved the System 
Data Exchange (SDX) Manual and the IDCs User Manual   


• As a result of these actions, the IDC WG approved a 
recommendation that the ORS retire the Parallel Flow Calculation 
Procedures, the Flowgate Administration, and the Reliability 
Coordinator Reference documents 


• Relevant data and information contained in the 3 reference 
documents is now contained in NERC Reliability Standards, NAESB 
business practices, and/or the SDX and IDC Manuals 


• OC approved retirement of the 3 documents 


 


 


 


 
 


 








SOUTHWEST POWER POOL REGIONAL ENTITY
STATEMENT OF ACTIVITIES


2012 DECEMBER YTD DRAFT (UNAUDITED)


(In Whole Dollars)


2012 
DECEMBER 


YTD ACTUAL


2012 
DECEMBER 


YTD BUDGET VARIANCE


2012 FULL 
YEAR 


PROJECTION


2012 FULL 
YEAR 


BUDGET VARIANCE
Funding


ERO Funding 9,851,647            9,851,647            -                 9,851,647             9,851,647       -                 
Penalty Sanctions 200,920               200,920               -                 200,920                200,920          -                 
Total SPP RE Funding 10,052,567          10,052,567          -                 10,052,567           10,052,567     -                 


Testing Fees -                       -                      -                 -                        -                  -                 
Workshops -                       -                      -                 -                        -                  -                 
Interest 1,294                   -                      1,294             1,294                    -                  1,294             
Miscellaneous -                       -                      -                 -                        -                  -                 


Total Funding (A) 10,053,861          10,052,567          1,294             10,053,861           10,052,567     1,294             


Expenses
Personnel Expenses


Salaries 3,207,292            3,820,690            (613,398)        3,820,690             3,820,690       -                 
Payroll Taxes 216,881               241,364               (24,483)          241,364                241,364          -                 
Benefits 247,461               236,154               11,307           236,154                236,154          -                 
Retirement Costs 136,334               156,335               (20,001)          156,335                156,335          -                 


Total Personnel Expenses 3,807,969            4,454,543            (646,574)        4,454,543             4,454,543       -                 


Meeting Expenses
Meetings 80,572                 75,000                 5,572             75,000                  75,000            -                 
Travel 348,512               640,000               (291,488)        640,000                640,000          -                 
Conference Calls -                       -                      -                 -                        -                  -                 


Total Meeting Expenses 429,084               715,000               (285,916)        715,000                715,000          -                 


Operating Expenses
Contracts & Consultants 593,401               1,421,500            (828,099)        1,421,500             1,421,500       -                 
Office Rent -                       -                      -                 -                        -                  -                 
Office Costs -                       2,500                   (2,500)            2,500                    2,500              -                 
Administrative Costs 14,875                 -                      14,875           -                        -                  -                 
Professional Services 177,021               343,000               (165,979)        343,000                343,000          -                 
Computer Purchase & Maint. -                       -                      -                 -                        -                  -                 


Services Depreciation -                       -                      -                 -                        -                  -                 
Furniture  Miscellaneous/ Contingency -                       -                      -                 -                        -                  -                 
Total Operating Expenses 785,297               1,767,000            (981,703)        1,767,000             1,767,000       -                 


Total Direct Expenses 5,022,350            6,936,543            (1,914,193)     6,936,543             6,936,543       -                 


SPP Inc. Indirect Expenses 3,792,584            4,474,099            (681,515)        4,474,099             4,474,099       -                 
SPP RE Indirect Expenses
Total Indirect Costs 3,792,584            4,474,099            (681,515)        4,474,099             4,474,099       -                 


Total Expenses (B) 8,814,934            11,410,642          (2,595,708)     11,410,642           11,410,642     -                 





		Statement
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Review of BES Definition Thresholds 
Areas Reviewed 
• 100 kV bright-line (Core definition) – Assigned to Planning 


Executive Committee  
• Generation threshold (Inclusions I2 and I4) MVA values 


associated with single unit and multiple unit facilities – 
Assigned to Reliability Assessment Subcommittee  


• Reactive Power MVA level (Inclusion I5) – Assigned to System 
Analysis and Modeling Subcommittee  


• Power flow allowed out of local networks  
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Review of BES Definition Thresholds -
Recommendations 


100 kV Bright-Line 
• The definition of the BES should be easy to understand; and 


therefore, easy to administer as a “bright line”. 
– Periodic recalculations of elements that could be 


classified as BES elements should be avoided. 
• The Planning Executive Committee (PC ExCom) recommends 


the adoption and continued use of the 100 kV bright-line (Core 
definition) 
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Review of BES Definition Thresholds -
Recommendations 


20/75 Generator Threshold 
• The Reliability Assessment Subcommittee (RAS) recommends 


keeping the existing thresholds in Inclusions I2 and I4 as 
currently defined. 


• The RAS also recommends one enhancement to both 
Inclusions I2 and I4, as follows: 


– All generators, regardless of size, be required to submit 
modeling data to the appropriate Planning Coordinator to 
ensure accurate coverage of the facility in the 
development of local, regional, and interconnection wide 
models. 
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Review of BES Definition Thresholds -
Recommendations 


Reactive Power Threshold 
• The System Analysis and Modeling Subcommittee (SAMS) 


has determined that devices included by Inclusion I5 are 
installed to support the BES, and therefore should be 
included in the BES. 


• A threshold of zero MVAr is recommended for Inclusion I5. 
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Review of BES Definition Thresholds -
Recommendations 


Powerflow out of LN Threshold 
• SAMS recommends revising existing Exclusion E3 for 


powerflow out of a local network (LN). (Enhancements in bold) 
– Real Power flows only into the LN from every point of 


connection to the BES for the system as planned and 
single contingency operation, and the LN does not transfer 
energy originating outside the LN for delivery through the 
LN to the BES 


• SAMS also recommends the addition of another qualifier 
under Exclusion E3, which is that the gross load served by 
the LN is less than 300 MW. 
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Proposed Improvements for NERC MOD 
Standards (MOD-010 through MOD-015) 


Key Issues 
• Needed MOD standards are not approved (MOD-011, -013, -


014 and -015) 
– MOD-011 and MOD-013 provide detail around data needs 
– MOD-014 and MOD-015 address interconnection-wide 


modeling cases 
• Approved standards require clarification 


– Flow of information between entities 
– Quality and usability of models 


• MOD standards need to be strengthened 
– To support new standards and new technologies 


  
8 







Proposed Improvements for NERC MOD 
Standards (MOD-010 through MOD-015) 


Recommendations 
• Reduce the quantity of MOD standards 
• Add short circuit data 
• Add requirements for data sharing responsibilities and data 


acceptability 
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Revised Section 1600 TADS Data Requests 


Revised Quarterly and Key Inventory Data Request 
• Recommended Action 


– Responding to industry input, TADSWG, with PAS support, 
recommends the Planning Committee approve the following 
modifications to the proposed Section 1600 request timeline: 


 Reduce reporting of the initial inventory data fields from 6 to 
2 (element identifier and circuit mileage) beginning six (6) 
months after the NERC Board of Trustee approval. 


 Other inventory data, including terminal type, will be delayed 
to fourteen (14) months after the NERC Board of Trustee 
approval. 


 Historical precursor elements and reconfiguration dates, 
prior to the start of reporting key inventory fields, will not be 
requested. This eliminates the labor intensive historical 
research effort originally proposed. 
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Revised Section 1600 TADS Data Requests 


• Modified Timeline 
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Submission  
Due Date  


TADS Element Outages   
(200 kV + Only)  


Key Inventory  
(200 kV + Only)  


30-Jun-13   
• Element Identifier  


• Circuit Mileage  


30-Sep-13 2013Q1 & Q2    


15-Nov-13 2013Q3    


15-Feb-14 2013Q4  Update All Key Inventory 







Revised Section 1600 TADS Data Requests 
Revised 100-199 kV Element Outage Data Request 
• Recommended Action 


– TADSWG, with PAS support, recommends the Planning 
Committee approve the following modified data request with 
extended reporting timeline: 
 Report only sustained automatic outage data for BES elements 


operated at less than 200 kV 


 If FERC approves the BES definition in the first half of a year, 
sustained automatic outage data is required to be submitted for 
BES elements in the less than 200 kV voltage class commencing in 
the first reporting period of the next calendar year. 


 If FERC approves the BES definition in the second half of a year, 
sustained automatic outage data is required to be submitted for 
BES elements in the less than 200 kV voltage class commencing in 
the first reporting period of the second subsequent calendar year. 
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Revised Section 1600 TADS Data Requests 


Next Steps 
 
• Provide 5-year trending analysis and risk assessment 
• Demonstrate benefits and usefulness of TADS data collection 


as stated in 2007 TADS Phase I report 
• Identify data fields that have not been used in any reliability 


studies 
• Develop recommendations for reliability risk based standards 


from quantitative data 
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Demand Response Advisory Team (FMDRAT) Findings 
on Adding Demand Response Functions and Entities 


Planning Committee requested the FMWG to assess the need to 
add a DR function and associated entity to the Functional Model 
• Conclusions 


• Conclusion #1: There does not appear to be any Adverse Reliability Impact on 
the BES unique to DR resources for which there is no recourse 


• Conclusion #2: Responsible Entities have measures in place to guard against 
the possibility that a DR resource does not fulfill its obligations to provide the 
agreed amount of reserves 


• Conclusion #3: In long-term planning, most entities include contributions 
from DR to some extent, and that the uncertainties associated with DR’s long-
term commitment to remain “dispatchable” are typically accounted for (by 
applying a discount factor or probability analysis to DR’s availability in 
resource adequacy assessments) 
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Demand Response Advisory Team (FMDRAT) Findings 
on Adding Demand Response Functions and Entities 


• Conclusion #4: In operational planning, no known entities count on DR as a 
critical component of their operational plans, and that an additional DR 
functional entity will not change the current role or responsibility of the 
planning coordinator, resource planner, or operations planner (BAs) 


• Conclusion #5: Reliability standards are not required to enforce DR 
compliance with contractual agreements or obligations, and that imposing 
reliability standards to force compliance with commercial agreements would 
be inappropriate, may not achieve the desired outcome, and in fact may 
discourage entities from participating in DR programs 


• Conclusion #6: DR is a reactive component and a derivative product of the 
power system; it augments the capabilities of the BES thus increasing the 
effective utilization of the BES but it does not expand the system’s capability 
to serve more load, and (unlike its generator counterpart) does not move 
spontaneously or in response to system changes for which reliability 
standards might be needed to ensure acceptable performance 
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Demand Response Advisory Team (FMDRAT) Findings 
on Adding Demand Response Functions and Entities 


DR Report Recommendations 
• Recommendation #1: DR functions and their associated 


functional entities not be defined and introduced to the 
Functional Model at this time 


• Recommendation #2: FMWG continue to monitor DR 
development and identify if and when DR technology and 
penetration levels create a unique impact on BES reliability 
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PC Activities Associated with SW Outage 


Status of Activities 


• There are 51 WECC activities currently underway, all with defined 
timelines that reflect a sense of urgency. 


• WECC recognizes the need to resolve these issues expeditiously, it must 
ensure that well-reasoned, technically sound actions are not 
compromised in the interest of time. 


• Consequently, the timeframe for completion of the activities range 
from 2011 to 2015. 


• WECC has identified a number of Continent Wide activities that need 
to be addressed (background whitepaper) 
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PC Activities Associated with SW Outage 
• Potential PC Activities 


• WECC recommends that NERC identify technically-based criteria for 
identifying which sub-100-kV elements must be modeled in the real-
time, next day, seasonal, and near- and long-term horizons (NERC2). 


• WECC recommends that NERC consider developing guidelines or 
standard requirements identifying what base cases and parameters 
TOPs should use to conduct simulations  (NERC3) 


• WECC recommends that NERC review PRC-023-2 to determine whether 
there needs to be any additional inclusion of sub-200-kV relays (NERC 
6). 


• WECC recommends that NERC continue WECC believes that it is 
appropriate for NERC to continue to maintain the lead on this issue and 
WECC would propose to coordinate with NERC on this activity (NERC10) 
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Protection System Commissioning 
 Standards Committee requested that the PC (SPCS) research 


the need for a standard to address Protection System 
Commissioning. 


Background 
• The request originates from an event where an entity did not perform in-


service testing when commissioning a new protection system 


• An entity failed to employ proper commissioning testing practices during the 
installation of a new transformer 


• Associated line relays were placed in service with the incorrect CT ratio 


• The defect remained undetected until the occurrence of a severe system 
disturbance when the relaying operated incorrectly, greatly increasing the 
magnitude and scope of the disturbance 


• Problem Statement: 


– Inadequate or improper testing at any time in the life cycle of a protection 
system may lead to a future misoperations 
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Protection System Commissioning 
• Proposed Goal Statement  - “Require the creation and implementation of 


commissioning testing practices” 


• SPCS believes the proposed goal will increase burden on entities without a 
commensurate reliability benefit 


• SPCS proposes an alternate, more beneficial goal: 


– Improve existing commissioning practices through 


 analysis of protection system misoperations, 


 sharing of lessons learned, and 


 development of an industry reference document on protection 
system commissioning practices 


• Most entities have commissioning processes in place 


• Processes are based on years of experience and particular variations in 
construction and protection practices 


• Requiring entities to document their practices and track implementation will 
not improve reliability 


• A prescriptive standard would undermine existing practices with potential, 
unintended negative consequences 
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Protection System Commissioning 
Proposed Actions 
• Identify weak commissioning practices through analysis of 


protection system misoperations 
– Entities improve commissioning practices through PRC-004 and other 


corrective action plans 


• Sharing of lessons learned 
– SPCS to draft a Lessons Learned document on proper verification of AC 


quantities during commissioning 


• NERC should continue to alert industry of issues identified through 
analysis of misoperations and the event analysis process 


• Develop industry reference document on protection system 
commissioning practices 


– SPCS to submit a formal request to IEEE Power System Relaying 
Committee (PSRC) upon approval of this report 
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Planning Committee Update 


 


 


Questions 
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Standards Process Manual Task Force 


• MOPC formed July 2012 


• Goal: Address concerns raised during UFLS standard 
development 


• All who asked to serve were appointed 


• Met six times 3-4Q 2012 to make revisions to current 
manual 
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http://www.spp.org/publications/SPP RE Standards Development Process Manual.pdf

http://www.spp.org/publications/SPP RE Standards Development Process Manual.pdf





Summary of Revisions 
• Added segment qualification guidelines 


• Modified “end user/public interest” segment to exclude individuals 
whose employer is eligible for another segment 


• Established 75% quorum 


• Adjusted weighting formula to proportionally reduce segments with less 
than five votes 


• Require Minority Reports to have a summary of comments/issues not 
addressed by Standard Drafting Team 


• Specifies actions MOPC can take if further revision is needed to proposed 
standard 


• Specifies materials to be provided to MOPC 


• Added recirculation ballot provision 


• Added open nominations process for standard drafting teams 


• Other clarifying/consistency edits 
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Next Steps 


• Posted for public comment Jan. 11 - Feb. 9 


• After consideration of comments, will post second 
draft for ballot Feb. 28 


• Before BOD/MOPC at April meetings 


• Before Trustees in June 
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Presentation’s Topics 
• 2012 By the Numbers 


• 2013 Compliance Program  


• Facilities Ratings Alert 


• Vegetation Management 


• Misoperations 


• Most Violated Standards as of 12-31-12 


• Regional Standards Items 


• Outreach Report 


• Other Items 
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2012 By the Numbers 
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Achieved high level of success based on goals/metrics 


 







2013 Compliance Program 


• SPP RE 2013 Program documents are posted 
– Audit Scope plan is similar to 2012’s plan 


– 1st time audits Tier 1 plus Tier 2 [adjustments, as 
appropriate] 


– Other audits Tier 1 [adjustments, as appropriate] 


• Major NERC CMEP initiative being rolled out in 2013 
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• NERC issued Facilities Ratings Alert 4Q 2010 


• Entities asked to assess transmission lines’ physical 
attributes and compare ‘as-built’ to ‘design’ ratings 


• Facilities ranked High, Medium, or Low priority 


• Entities began assessments and remediation efforts in 
2011 


• Assessments staged over 3 years [2011 to 2013] 
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Facility Ratings Alert Background 
 


 







• Medium priority assessments scheduled to be completed 
by December 31, 2012 


• 12 entities in SPP region reported on Medium priority lines 


• ~ 5,400 miles assessed using Lidar, Aerial Patrol and/or 
Field Inspections 


• ~ 1,300 discrepancies found including: 
– Transmission and/or distribution under-build 


– Conductor-to-conductor clearances 


– Uneven terrain 


• Entities have one year to complete discrepancy 
remediation 
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Facility Ratings Alert Current Status - Medium 
 


 







• Eight entities completed High priority line assessments 
in 2011 


• Over 93% of High priority discrepancies have been 
remediated 


– ~ 5,300 high priority miles assessed 


– ~ 400 discrepancies identified 


• Low priority assessments scheduled to be completed 
by 12/31/2013 
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Facility Ratings Alert Current Status – High & Low 
 


 







NERC 3Q 2012 Vegetation Management Report 
• SPP RE footprint: 


- 9 consecutive quarters with no reportable vegetation 
contacts 


- Preliminary 4Q 2012 data shows no contacts 
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SPP RE Region Misoperation Counts 
2010 2011 2012 


1Q 61 66 30 
2Q 138 115 46 
3Q 115 68 63 
4Q 67 61 - 


• 2012 Success Rate  1Q 92% 
    2Q 93% 
    3Q 89% 


• 2011 - National definition/mandatory reporting 
• 2010 - SPP definition/regional voluntary reporting 
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SPP RE Operations Success Rate 
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76%
78%
80%
82%
84%
86%
88%
90%
92%
94%


Q1-11 Q2-11 Q3-11 Q4-11 Q1-12 Q2-12 Q3-12


Correct Operations  
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Most Violated Standards 
Based on rolling 12 months through 12/31/12 [Represents ~ 80% of total violations] 
 


*Not in Rolling 12 month Top Ten – Ranking is for all-time violations 
 


SPP 
RE 


Rank 


NERC  
12 Month 


Rank 
Standard Description Number 


Violations Risk Factor 


1 1 CIP-007  Systems Security Management  39 Med./Lower 


2 2 CIP-005 Electronic Security Perimeters 26 Med./Lower 


3 6 CIP-004 Personnel & Training 20 Lower 


4 3 CIP-006 Physical Security-Critical Assets  19 Med./Lower 


5 4 PRC-005   Protection System Maintenance  12  High 


6 15* PRC-008 UFLS Relay Maintenance 8 Med. 


7 5 CIP-002 Critical Cyber Asset Identification 6 Med. 


8 7 CIP-003 Security Management Controls 5 Lower/Med. 


9 10 CIP-001 Sabotage Reporting 4 Med. 







Regional Standards Under Development 


• SPP UFLS Standard 
– NERC Board of Trustees approved 11/7/12 


– Pending FERC filing 
 


• Revisions to SPP RE Standards Development Process Manual 


– To address concerns raised with UFLS standard development 


– Task Force met six times 3/4Q 2012 


– Revised manual now posted for public comment through 
2/9/13 
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Outreach 
• Spring Compliance Workshop, March 5-6, Dallas 


 


Agenda includes: 
– FERC Commissioner Tony Clark 


– NERC Event Analysis Subcommittee Chair Sam Holeman, Duke Energy 


– Internal Controls 


– Compliance Education panel 


– CIP Compliance Trends 2009-Today 


– New PER and EOP Standards 


– ½ day of break-out sessions 


• 3 new videos posted to video training webpage 


• Webinars 
– Misoperations Reporting in webCDMS, March 22 


– How to Use EFT Server & Evidence Protection, April 18 
13 



http://www.spp.org/event_detail.asp?oID=4479

http://www.spp.org/publications/2013_SPPRE_Spring_Workshop.pdf

http://vimeopro.com/sppre/basics

http://www.spp.org/event_register2.asp?oID=4487

http://www.spp.org/event_register2.asp?oID=4705





Other issues 
• BES Definition 


– FERC approved 12-20-12 


– Expected launch – July 1, 2013 
 


• Southwest Winter Event 
– Reliability Guideline out for comments by 2/4/13 
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http://www.nerc.com/docs/docs/oc/Draft_Generating_Unit_Winter_Weather_Readiness-Current_Industry_Practices.pdf
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CIPC Report to SPP RE Trustees – Page 1 


NERC Critical Infrastructure Protection Committee (CIPC) 
Report to Southwest Power Pool Regional Entity Trustees 
 
Submitted by Robert McClanahan, Chair, SPP Critical Infrastructure Protection WG 
January 17, 2013 


NERC CIPC Meeting 
 The NERC CIPC held its quarterly meeting in Atlanta, GA on December 12-13, 2012. The materials for 


this meeting can be found at: 


o Agenda: 
http://www.nerc.com/docs/cip/CIPC_Agenda_December%20_2012_11_27_2012_RDC_JG_Final
_Update2.pdf  


o Presentations: http://www.nerc.com/docs/cip/CIPC_2012_December_Presentations.zip 


o Draft Minutes:  http://www.nerc.com/docs/cip/CIPC_Package_December_1213_2012_Final.pdf 


 DHS hosted a classified briefing for cleared CIPC Members and Alternates prior to the CIPC meeting. 


 Gerry Cauley, NERC CEO, addressed the CIPC and gave an update on NERC’s efforts to implement 
reliability-based standards. He complimented CIPC on the progress made on the objectives 
identified in the CIPC Strategic Plan and encouraged the committee to follow-through on the 
remaining objectives. 


 Samara Moore, National Security Staff, Cybersecurity, briefed the CIPC on the Obama 
Administration’s continuing work towards an Executive Order on cybersecurity. No specific about 
the Executive Order were shared, but Ms. Moore expressed the Administration’s determination to 
do all that it can to protect the nation’s critical infrastructures. She also commented that the 
Executive Order would not be a substitute for cyber security legislation, but is intended to be a 
compliment to future legislation. 


 Eric Cornelius, Chief Technical Analyst, and Mark Plemmons, Analyst, both with ICS-CERT, provided 
an unclassified briefing on recent attacks in the energy sector in Saudi Arabia and Qatar, along with 
a high-level overview of cyber incidents in control systems. 


 Nathan Mitchell with the American Public Power Association (APPA) gave an overview of potential 
legislation in the Congress. Mr. Mitchell noted that the “Fiscal Cliff” discussions were overshadowing 
cybersecurity. The next Congress is expected to take up the cybersecurity issue again. 


 Brian Harrell, Associate Director of Critical Infrastructure Protection Programs, provided a summary 
of GridSecCon 2012, held in San Diego on October 16-18.  A total of 280 attendees from 156 
organizations attended the conference.  Plans for GridSecCon 2013 are underway. Dates for the 
event are October 15-17, with a tentative location of Orlando, Tampa or Boston. Mr. Harrell also 
reported on the developing plans for GridEx 2013. 


 Mr. Bob Canada, NERC< reported that EOP-004-2 was approved in the latest ballot. This standard 
will eventually allow the retirement of the CIP-001 standard, in that the requirements of that 
standard have been incorporated into EOP-004. 


 The CIPC and its working groups continue work on the projects identified in the CIPC Strategic Plan. 



http://www.nerc.com/docs/cip/CIPC_Agenda_December%20_2012_11_27_2012_RDC_JG_Final_Update2.pdf

http://www.nerc.com/docs/cip/CIPC_Agenda_December%20_2012_11_27_2012_RDC_JG_Final_Update2.pdf

http://www.nerc.com/docs/cip/CIPC_2012_December_Presentations.zip

http://www.nerc.com/docs/cip/CIPC_Package_December_1213_2012_Final.pdf
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o Mr. Carl Eng, Dominion, noted that the work of the High-Impact, Low-Frequency (HILF) Task 
Force has been completed. All items from the HILF Report have been assigned to the proper 
group and the deliverables of the HILF TF have been completed. CIPC approved the retirement 
of the TF. 


o Mr. Stephen Diebold, Chair of the Electric Sector Information Sharing Task Force, gave an update 
on the work of the group. Mr. Diebold pointed out that information flow is critical to the 
industry’s success in protecting critical infrastructure. He presented a diagram, representing the 
current state of information flow between the industry, regulators and government agencies as 
spaghetti. The TF will be recommending a new reporting structure to streamline the process and 
enable timely information sharing. 


o Mr. Tim Conway, Chair of the Grid Exercise Working Group, provided an update on the efforts of 
the group, which is providing industry coordination for GridEx 2013, scheduled for November 
13-14, 2013. NERC is currently working to identify a contractor to lead the exercise planning 
effort. A larger number of participants is expected this year than in the 2011 exercise. The 
working group is open for additional participation. 


 Mr. Tim Roxey, NERC Chief Cyber Security Officer, provided an update on the effort to register 
entities on the ES-ISAC Portal (now at 41 percent of registered entities). Mr. Roxey also discussed 
several recent ES-ISAC products, including two NERC Alerts and ES-ISAC Trends. He noted that 80-
90% of all cyber intrusions are the result of successful “spear phishing” campaigns and reminded 
those in attendance of the importance of continued vigilance against these campaigns. 


 Mr. Scott Mix, NERC, provided and update on the CIP Version 5 standards. The standards were 
approved by the NERC Board of Trustees on November 26, 2013. Filing with FERC is expected this 
month. He noted that the implementation date for the Version 4 standards is April 1, 2014. NERC 
will be asking for a delay in the implementation of the Version 4 standards to allow Version 5 to 
supersede them. 


 CIPC Meeting Schedule for 2013: 
o March 5-6 in Albuquerque, NM 
o June 11-12 in Atlanta, GA 
o September 17-18 in Denver, CO 
o December 10-11 in Atlanta, GA 


 





		NERC Critical Infrastructure Protection Committee (CIPC) Report to Southwest Power Pool Regional Entity Trustees  Submitted by Robert McClanahan, Chair, SPP Critical Infrastructure Protection WG January 17, 2013

		NERC CIPC Meeting
















 
 


RE Trustees Net Conference Attendance 1/28/13 


 
Fred Meyer  The Empire District Electric Company 


John Allen  City Utilities of Springfield, MO 


Mike Swearingen Tri-County Electric   


Jim Useldinger  KCPL 


Tracey Stewart  SWPA 


Noumvi  Ghomsi Missouri Public Service Commission   


Thad Ness   American Electric Power  


Mahmood Safi   OPPD 


 


 





		_Jan 2013 Trustee Meeting Attendance Sheet

		_Jan meeting teleconference
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SPP Regional Entity Antitrust Guidelines


It is SPP RE’s policy and practice to obey the antitrust laws and 
to avoid all conduct that unreasonably restrains competition. 
This policy requires the avoidance of any conduct that violates, 
or which might appear to violate, the antitrust laws. Among 
other things, the antitrust laws forbid any agreement between 
or among competitors regarding prices, availability of service, 
product design, terms of sale, division of markets, allocation of 
customers or any other activity that unreasonably restrains 
competition.
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Southwest Power Pool 
REGIONAL ENTITY TRUSTEES MEETING 


JANUARY 28, 2013 
SPP CORPORATE CENTER, LITTLE ROCK 


- A G E N D A –    
8:00 am – 12:00 pm 


ADMINISTRATIVE ITEMS 
1. Call to Order, Introductions .................................................................... John Meyer (5 minutes) 
2. Antitrust Guidelines ............................................................................... Emily Pennel (1 minute) 


 
CONSENT AGENDA 


3. Approval of Meeting Minutes – Oct. 29, 2012 ......................................... John Meyer (1 minute) 
 
GENERAL MANAGER’S REPORT 


4. 2012 End of Year Report  .................................................................... Ron Ciesiel (30 minutes) 
 
RESPONSE TO 2012 STAKEHOLDER SURVEY 


5. Staff responses to 2012 survey results  ............................................... Ron Ciesiel (20 minutes) 
 
ENFORCEMENT REPORT 


6. Enforcement Report ............................................................................ Joe Gertsch (20 minutes) 
 
NERC REPRESENTATIVE PRESENTATION 


7. Planning Committee Report ......................................................... Noman Williams (20 minutes)  
 
COMPLIANCE GROUP REPORT 


8. Compliance Report .............................................................................. Ron Ciesiel (30 minutes) 
 
REGIONAL STANDARDS UNDER DEVELOPMENT 


9. Standards Process Manual Task Force Update  ................................ Emily Pennel (5 minutes) 
 
2013 METRICS 


10. Review/Approval of 2013 SPP RE Goals/Metrics  ............................... Ron Ciesiel (30 minutes) 
 
Written Reports 


11. NERC Representatives Written Reports - Comments or Questions .........................(5 minutes) 
a. Operating Committee Report .................................................................. Jim Useldinger 
b. Compliance and Certification Committee................................... Jennifer Flandermeyer 
c. Interchange Subcommittee ........................................................................Jeremy West 
d. Critical Infrastructure Protection Committee Report ...................... Robert McClanahan  


 
12. RE Staff Written Reports - Comments or Questions .................................................(5 minutes)  


a. Year-to-Date Financial Statement ................................................................ Ron Ciesiel 
b. Outreach Activity  .......................................................................................Emily Pennel 
c. Past Action Items  ......................................................................................Emily Pennel 


 
SUMMARY OF NEW ACTION ITEMS 


13. New Action Items ................................................................................ Emily Pennel (5 minutes) 
 
FUTURE MEETINGS 


14. Future Meetings ...................................................................................... John Meyer (1 minute) 
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April 29, 2013 - Kansas City 
June 18, Little Rock 
July 29, 2013 - Denver 
October 28, 2013- Tulsa 
 



http://www.spp.org/event_detail.asp?oID=4332

http://www.spp.org/event_detail.asp?oID=4357

http://www.spp.org/event_detail.asp?oID=4333

http://www.spp.org/event_detail.asp?oID=4334
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Southwest Power Pool Regional Entity 


TRUSTEE MEETING 


Past Action Items Status Report 


October 29, 2012 
 
 


 Action Item 
Date 


Originated 
Status Comments 


1 
Joe Gertsch will prepare an analysis to 
assess the continued appropriateness of 
a 12-month violation caseload target. 


7-30-12 Complete 


 
Analysis was presented at 
10/29/12 Trustees meeting. 


2 


Joe Gertsch will expand his report to 
include additional information regarding 
the number of reported violations by 
discovery method. 


7-30-12 Complete 


 
Joe began adding this information 
to the monthly Enforcement report 
in August 2012. 


3 
SPP RE will publish its description of 
“high impact” violations as defined in the 
SPP RE 2012 Metrics. 


7-30-12 Complete 


 
This information was published in 
the 7/30/12 newsletter 


4 


Ron Ciesiel and Sheila Scott will 
investigate and attempt to resolve the 
technical issues associated with the 
phone system used during the quarterly 
Trustee meetings. 


7-30-12 Pending 


Will develop plan to test in 
advance the hotel A/V system at 
each location. Will start using 
Verizon online conference 
function to mute individual or all 
phone lines. 


 


Scheduled and participated in A/V 
test in advance of 10/29/12 
meeting. 


 



http://www.spp.org/publications/2012_07_July_RE_Newsletter.pdf






Enforcement 
Update 


January 28, 2013 


Joe Gertsch 
SPP RE Manager of Enforcement 
jgertsch.re@spp.org 
501-688-1672 



mailto:jgertsch.re@spp.org
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Enforcement Monthly Violation Processing 
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Jan Feb Mar Apr May Jun July Aug Sep Oct Nov Dec
2010 2 5 9 15 35 43 44 54 74 81 96 139
2011 6 6 16 25 51 65 82 123 149 164 183 261
2012 4 15 38 48 59 70 93 111 170 194 217 254
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Enforcement Caseload – December 31, 2012 


• 168- Open Violations 
      12  - Joint Settlement w/ Other Regions 
    1 – NAVAPS 
  42 - Settlement 
        113 - Settlement Not Requested (NAVAPS/NOCV) 


• 65 - 693 Violations  


• 103 - CIP Violations 


• 46 – High Impact Violations 


• Discovery Method 
         71 - Audit 
         75 - Self Report 
         12 - Self Certification 
           3 - Spot Check 
           7 - Investigation 
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Violations Older than 300 Days 
2008 2009 2010 2011 2012 


Violations (No NAVAPS/Settlement) 0 0 7 21 7 


NAVAPS Issued / No Settlement 0 0 1 0 0 


In Settlement /Settlement Agreement  not 
Approved 


1 0 1 2 0 
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High Impact Violation* Summary 


• 46 – Open High Impact Violations 
  11 – Mitigation Plan Complete 
  17 – Mitigation Plan Accepted 
   0 – Not Submitted 
   0 – Mitigation Plan Work In Progress 
  18 – Mitigation Plan Initiated (No Action) 


• Metric  
  18 – High Impact Violations w/o Mitigation Plans or NAVAPS 
    2 – Mitigation Plans Accepted in December 
    0 – Dismissed 
    5 - Closed 


 100.2 - Day Running Average for all High Impact Violations  
 
* As noted in our 2012 Metrics (see 1/30/12 Trustee meeting minutes, attachment 5B), HI violations are violations with a High Violation 
Risk Factor (VRF) and the following Medium and Low VRF violations as identified by Compliance staff: COM-002-2 R2, CIP-002-3 R2, CIP-
002-3 R3, CIP-005-3a R2, CIP-005-3a R3, CIP-007-3 R2, CIP-007-3 R3, CIP-007-3 R6, and PRC-005 R2. 
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December Mitigation Plan Metric Results 


• Mitigation Plan Acceptance Review 
10 - Mitigation Plans Submitted 
15 - Mitigation Plans accepted < 30 days 
0 – Mitigation Plans accepted > 30 days 
12.5 – Average Days to Accept (Year to Date) 


• Mitigation Completion Reviews 
 21 - Mitigation Plans Certified as Complete 
   8 - Mitigation Plan Completion Reviews Completed 
 13 - Under Review 
21.4 - Average Days in Review (Year to Date) 
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Joe Gertsch 
SPP RE Manager of Enforcement 
jgertsch.re@spp.org 
501-688-1672 
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Southwest Power Pool 
REGIONAL ENTITY TRUSTEES MEETING MINUTES 


JANUARY 28, 2013 
SPP CORPORATE CENTER, LITTLE ROCK 


- A G E N D A –    
8:00 am – 12:00 pm 


ADMINISTRATIVE ITEMS 
1. Call to Order, Introductions ....................................................................................... John Meyer 


 
Chairman John Meyer called the meeting to order at 8:05 a.m. The meeting attendance sheet is 
attached. 


 
2. Antitrust Guidelines .................................................................................................Emily Pennel 


 
CONSENT AGENDA 


3. Approval of Meeting Minutes – Oct. 29, 2012 ........................................................... John Meyer 
 
There were no additions or revisions to the minutes, which were approved. 
 
GENERAL MANAGER’S REPORT 


4. 2012 End of Year Report  ......................................................................................... Ron Ciesiel 
 


Ron Ciesiel highlighted a number of items from the 2012 End of Year Report. We received 173 
violations in 2012 and processed 251. Incoming violations are down 30% from 2011, a significant 
decrease. Hopefully we have turned a corner on the number of incoming violations and can maintain 
this level of activity. Of the 173 violations, 54% were self-identified, which is a positive trend. We 
reviewed 147 mitigation plans; our 2012 addition of a staff member focused on CIP mitigation 
improved our ability to process these plans.  
 
In 2012 we made improvements to our pre-audit work, which we plan to continue improving in 2013. 
During our pre-audit work we may remove some requirements from the on-site audit; the goal is to 
only deal on-site with information for which we need clarification or field inspection. For example, with 
one entity we originally scheduled two separate audits, but the pre-audit evidence review allowed us 
to collapse the two audits into one, which worked well for both parties. We increased training for audit 
staff, who attended NERC auditor training and a training we organized with a Big Four accounting 
firm.  
 
We added seven Registered Entities during 2012, primarily wind farms that went into production. SPP 
RE has the ultimate responsibility for publishing three annual reliability assessments, which were all 
sent to NERC on-time. We have one open hearing that started in 2012. In 2012 there were 17 
reportable system events; a lower number than last year. The 14 training videos we posted beginning 
in April 2012 received over 1,000 plays and are being used by other regions as well as our own. The 
webCDMS software used by SPP RE and four other regions is now synced to NERC database, which 
has improved efficiency. 
 
The 2012 stakeholder survey showed a drift upward in satisfaction; “poor” ratings decreased and 
“excellent” ratings increased. The 54% response rate was extremely high. 
 
Of the 12 metrics that were approved in January 2012, we met or exceeded 11. Regarding 2013 
goals, there is a push to improve auditors’ credentials. NERC is likely to create an auditor certification 
process. We will participate with NERC on this process, along with developing a tool to assess 







 
 


Relationship-Based  •  Member-Driven  •  Independence Through Diversity 
Evolutionary vs. Revolutionary  •  Reliability & Economics Inseparable 


 
 


Registered Entities’ internal controls. NERC is working on a “compare and contrast” review of all REs’ 
internal processes, and we will agree on improvements to be made across the board. 
 
Ron was asked, “Is the bulk electric system more reliable than it was in 2011?” Ron noted several 
anecdotal indicators of improved reliability. There have not been any vegetation management 
contacts in our region nine quarters. System events have dropped 20% and violations have dropped 
30%. Misoperations have decreased tremendously. Our Enforcement group is getting information 
back to Registered Entities in a more timely fashion so mitigation can be completed. NERC and the 
REs are aware we need to be quantifying the value and improvements brought about by the CMEP. 
Regulators are asking the same questions of Registered Entities: “Is the system more reliable with 
the mandatory compliance program?” Going forward with standard development, there will be a new 
emphasis on a cost/benefit review to determine what reliability improvements are expected from the 
standard compared to the cost of implementing it. In the past, standards have been written without as 
much regard to cost or measurable benefit. 
 
 
RESPONSE TO 2012 STAKEHOLDER SURVEY 


5. Staff responses to 2012 survey results  .................................................................... Ron Ciesiel 
 
Following the annual stakeholder survey, we share survey results with staff, who work on action plans 
to address the identified issues. Most of the comments we received in 2012 were related to how on-
site audit teams worked with Registered Entities. NERC’s Reliability Assurance Initiative overhaul and 
the new inter-regional review process will bring improvements to our auditing processes and 
procedures.  
 
ENFORCEMENT REPORT 


6. Enforcement Report ................................................................................................. Joe Gertsch 
 
Joe reviewed the YTD enforcement activities. We had a 30% reduction in incoming violations from 
2011, with approximately the same number of audits. Violations from compliance audits dropped by 
22%; self-reported violations dropped by 40%. We issue very few NAVAPS; most violations go 
through the settlement process. In 2012, we sent 131 settlements to NERC. The NERC Board of 
Trustees Compliance Committee approved 152 settlements and 74 FFTs (Find, Fix, Track) in 2012; a 
significant increase from 2011. There were 43 dismissals for the year. FERC approved 184 Notices of 
Penalty/FFTs. We ended the year with an active caseload of 168, down from 244 in 2011. The 
caseload index is 7.7, compared to 11.2 on Dec. 31, 2011.  
 
We finished the year with 46 High Impact violations; we started the year with 86. Our goal is to 
address High Impact violations in 120 days. Enforcement is making a concerted effort to address 
some of the older violations. Our average time for reviewing mitigation plans is 21 days (the goal is 
<30 days). 
 
In 2012 we added some internal controls to ensure violations are processed more expediently 
throughout the year rather than having a large increase in processing during the last half of the year. 
 
NERC REPRESENTATIVE PRESENTATION 


7. Planning Committee Report .............................................................................. Noman Williams  
 
Planning Committee Meeting Materials  
Noman serves on the Planning Committee (PC) Executive Committee, which spent a year reviewing 
the Bulk Electric System (BES) definition thresholds. The group recommended the continued use of 
the 100 kV Bright-Line. The PC didn’t determine any technical basis to change what the standard 
drafting team originally adopted. The Phase 2 process will continue to refine the BES inclusions and 
exclusions. 
 



http://www.nerc.com/filez/pcmin.html
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The PC received a request to review MOD 010-015 and recommended reducing the number of MOD 
standards, adding short circuit data, and adding requirements for data sharing responsibilities and 
data acceptability. The group posted a white paper on this topic. 
 
TADS (Transmission Availability Data System) has become a fairly involved process. The PC 
approved modifications to the Section 1600 data request that expands TADS reporting. Next steps 
include demonstrating the benefits and usefulness of TADS data collection and removing any data 
fields that are not needed. The chairman of the TADs effort, Jake Langthorn, is in our region and 
would be able to address any questions. 
 
The PC assessed the need to add a Demand Response function to the NERC Functional Model. 
They concluded there are no reliability impacts unique to Demand Response resources and 
recommended not to add such a function at this time. 
 
WECC has identified some issues related to the Arizona-Southern California Outage that need to be 
addressed. WECC asked NERC to review facilities below 100 kV to determine which should be 
modeled. WECC also recommended that NERC consider developing guidelines or standard 
requirements identifying what base cases and parameters TOPs should use to conduct simulations. 
The PC agreed to address some of these key recommendations. 
 
The Standards Committee asked the PC to research the need for a standard to address Protection 
System Commissioning. The PC recommended that rather than creating a standard, industry should 
share more lessons learned, analyze misoperations resulting from weak commissioning practices, 
and work with IEEE to develop a reference document on protection system commissioning practices. 
 
Noman recommended the industry stay involved in the issue of Geomagnetic Disturbances (GMDs). 
How do we model the system to determine if we needed protective devices to guard against GMDs? 
 
COMPLIANCE GROUP REPORT 


8. Compliance Report ................................................................................................... Ron Ciesiel  
 


NERC is rolling out a major initiative in 2013; several Reliability Assurance Initiative white papers 
have been posted.  
 
SPP RE’s 2013 audit scope is similar to 2012’s. 
 
The Facility Ratings Alert (FAC) program is in its third and final year. Our region reported 400 
discrepancies for high priority lines in 2011; 95% of them have been remediated. The number of 
discrepancies reported in 2012 on medium priority lines has grown to 1,300. In 2013, we expect 
numerous discrepancies to be reported on low priority lines. Entities have one year to complete 
remediation. Remediating these discrepancies should ultimately have a positive impact on reliability. 
Reliability Coordinators and Registered Entities have to work on issues related to outages.  
 
SPP RE has now had 9 consecutive quarters with no vegetation outages, which is a very positive 
development. Misoperations have also been reduced, which is good news and should lead to fewer 
reportable events and violations. There is seasonality in misoperations reporting. 
 
SPP RE’s top ten most violated standards are mostly consistent with NERC’s top ten. The issues we 
see with PRC-005 Protection System Maintenance are primarily administrative in nature. 
 
REGIONAL STANDARDS UNDER DEVELOPMENT 


9. Standards Process Manual Task Force (SPMTF) Update  ....................................Emily Pennel 
 
The SPMTF developed a draft revised Regional Standards Development Process Manual to address 
concerns raised during development of the SPP UFLS standard. Suggested revisions include adding 
segment qualification guidelines, modifying the “end user/public interest” segment to exclude 



http://www.nerc.com/page.php?cid=3%7C443
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individuals whose employer is eligible for another segment, establishing a 75% quorum, adjusting the 
weighting formula to proportionally reduce segments with less than five votes, requiring Minority 
Reports to have a summary of comments/issues not addressed by Standard Drafting Team, 
specifying actions MOPC can take if further revision is needed to proposed standard, adding a 
recirculation ballot provision, and adding an open nominations process for standard drafting teams. 
 
The manual is posted for public comment through February 9, 2013. 
 
2013 METRICS 


10. Review/Approval of 2013 SPP RE Goals/Metrics  .................................................... Ron Ciesiel 
 
In 2012 we had 12 performance metrics. We reviewed last year’s goals and developed 16 goals and 
metrics for 2013. Now that we are properly staffed, since 2009 we have been driving down our 
performance targets (such as the number of days for work to be completed), requiring increased 
efficiency. In the next few years we hope to tie our goals to NERC’s goals. The proposed 2013 goals 
and metrics impact all SPP RE staff. There are 3.5 FTEs who charge time to SPP RE; Ron has input 
on these individuals’ performance appraisals.  
 
The Trustees unanimously approved the metrics and goals for use by staff in 2013.  
 
Written Reports 


11. NERC Representatives Written Reports - Comments or Questions 
a. Operating Committee Report .................................................................. Jim Useldinger 
b. Compliance and Certification Committee................................... Jennifer Flandermeyer 
c. Interchange Subcommittee ........................................................................Jeremy West 
d. Critical Infrastructure Protection Committee Report ...................... Robert McClanahan  


 
There were no comments or questions on the reports.  
 
Kevin Perry noted that on January 17, Congressmen Edward Markey and Henry Waxman requested 
very sensitive information regarding mitigating vulnerabilities and cyber-attacks. Kevin advised that 
entities that received this request should be extremely cautious about sharing such information.   
 


12. RE Staff Written Reports - Comments or Questions 
a. Year-to-Date Financial Statement ................................................................ Ron Ciesiel 
b. Outreach Activity  .......................................................................................Emily Pennel 
c. Past Action Items  ......................................................................................Emily Pennel 


 
There were no questions about the staff reports.  
 
SUMMARY OF NEW ACTION ITEMS 


13. New Action Items ....................................................................................................Emily Pennel 
 
There were no new action items. 
 
FUTURE MEETINGS 


14. Future Meetings ........................................................................................................ John Meyer 
 
April 29, 2013 - Kansas City 
June 18, Little Rock 
July 29, 2013 - Denver 
October 28, 2013- Tulsa 
 


The meeting was adjourned at 11:29 a.m. 



http://www.spp.org/section.asp?pageID=164

http://www.spp.org/event_detail.asp?oID=4332

http://www.spp.org/event_detail.asp?oID=4357

http://www.spp.org/event_detail.asp?oID=4333

http://www.spp.org/event_detail.asp?oID=4334
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Executive Summary 


In 2012, the SPP RE staff achieved a high level of success when measured by our goals and metrics. 
Major 2012 accomplishments include the timely publication of all Regional Reliability Assessments; 
NERC's approval of SPP RE’s first Regional Reliability Standard; ramp-up of the Find, Fix & Track 
process, which allowed us to continue maintaining a caseload index of under 12 months; initiation of 
a training video series; improved audit processes; and a significant reduction of reported relay 
misoperations, which led to a major reduction in reportable events across our footprint. Another 
accomplishment was the relocation of all SPP, Inc. staff into one location, which has and will 
continue to leverage the work of both SPP RE and RTO staffs in outreach efforts.


 
The percentage of violations self-identified by Registered Entities was 54% in 2012; we are 
encouraged by these Registered Entities’ commitment and willingness to self-report and implement 
mitigation to become compliant. 
 
At the end of 2012 we had 27 staff members; we filled a Lead Compliance Engineer position who 
started in January 2013, and Ron Ciesiel was promoted from Compliance Executive Director to 
General Manager. 
 
2013 goals include: validating 75% of closed violations in webCDMS; participating in auditor 
certification process as determined by NERC; developing tools to assess entity internal controls; 
developing specific performance metrics; and implementing suggested improvements to CMEP 
processes based on inter-regional review and NERC’s new Reliability Assessment Initiative. 
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Compliance Monitoring 


Performed 39 audits; Issued 41 audit reports  
SPP RE led 12 on-site audits, including one multi-regional audit, participated with another Regional 
Entity in one on-site audit, and led 26 off-site audits. In 2012, the average time to issue 14 onsite 
audit reports was 70 days, compared to our goal of 75 days. The average time to issue 27 offsite 
audit reports was 42 days, compared to our goal of 60 days. 


Performed six Spot Checks; Issued seven Spot Check reports 
In 2012, SPP RE conducted five Spot Checks on IRO-005-3a for PSE-only entities. We initiated one 
Spot Check in response to a self-report review on PRC-005, to be completed in 2013. We issued 
seven Spot Check reports within an average of 38 days from the evidence submission deadline, 
compared to our target of 90 days. 


Improved Audit Processes 
The 693 and CIP audit teams implemented several process and performance improvements in 2012.  
The 693 team continued to enhance their  pre-audit evidence review. The pre-audit review enables 
the audit team to perform its work more efficiently and effectively once the official audit period 
begins, and allows them to make assessments on some standards without further action during the 
audit. Based on the results of the pre-audit review, the audit team leaders were able to adjust the size 
of the team that traveled to the Registered Entity’s site. This process is more efficient for the 
Registered Entity and its subject matter experts, as well as controlling SPP RE’s costs. 
 
The CIP audit team greatly expanded its pre-audit evidence review for both on-site and off-site 
audits. The expanded activities include collection and review of randomly sampled evidence as part 
of the pre-audit review and a pre-audit review of follow-up evidence requests stemming from the 
first evidence review. Due to the relative immaturity of the CIP standards and the fact that we are 
still in the first round of CIP compliance audits, the audit team has not been able to take advantage of 
the pre-audit reviews to eliminate requirements from the on-site phase. However, the team has 
generally been able to set an audit agenda that allows for a reduced audit team size for the second 
week dedicated to field visits. 
 
We enhanced training for our audit staff through several mechanisms. In conjunction with NERC 
and the other REs, SPP RE audit staff and a number of SPP RE contractors participated in two 
auditor workshops sponsored by NERC. For the second year in a row, we contracted with a Big Four 
auditing firm to conduct a two-day overall audit skills workshop, which was attended by all of the 
SPP RE audit staff, staff from other regions, NERC, and selected SPP RE contractors. The CIP audit 
team participated in the 2012 NERC Grid Security Conference. To broaden their knowledge of relay 
technology, the 693 audit team members attended a Schweitzer Engineering Laboratories relay 
conference. Several staff also attended a Government Accountability Office Auditing Standards 
workshop. 
 
FERC observers attended two SPP RE audits in 2012 and NERC observers attended four. The SPP 
RE General Manager observed one 693 audit and one CIP audit. While there is always room for 
improvement, the general tone of the feedback sessions from observers was very positive. 







Southwest Power Pool Regional Entity          


 SPP RE 2012 Year-End Report  4 


Managed TFE Caseload 
The Technical Feasibility Exception (TFE) Program related to CIP Standards completed its third 
year in 2012. We have processed 316 TFE requests since the program’s inception. In 2012 we 
accepted 82 TFEs, approved 42, and terminated 27. The active TFE caseload at the end of 2012 was 
166. 


Processed  17 Events 
In 2012, SPP RE’s Event Analysis staff engaged with the national NERC Event Analysis program, 
which began in October 2010, and handled 17 reportable events. This number of events is lower than 
the 22 reportable events that occurred in 2011. SPP RE worked with some of the impacted entities to 
develop and publish seven regional Lessons Learned in 2012. 
 
In September 2011 the FERC/NERC Staff Report on the 2011 Southwest Cold Weather Event made 
27 recommendations primarily targeted to the Western Electric Coordinating Council. However, 
several of the recommendations are applicable to all regions, particularly those designed to improve 
operational planning and real-time situational awareness. SPP RE’s Event Analysis staff conducted a 
survey of entities on these topics and worked with the SPP Regional Transmission Organization and 
the SPP Event Analysis Working Group to implement several recommendations and training 
activities.   
 
SPP RE issued two surveys in 2012 to gauge entities’ actions related to recommendations in the 
NERC/FERC Joint Staff Inquiry report on the Arizona – Southern California Outages on September 
8, 2011. Results of these surveys were shared with stakeholders, NERC, and the RE Trustees. 


Added Seven Registered Entities 
In 2012, we added seven Registered Entities, increasing our total from 133 to 140. The number of 
total functions registered in SPP RE increased from 400 to 410. An evolving issue is the revision to 
the Bulk Electric System definition and the addition of an exception process for elements that meet 
the standard definition but have certain attributes that would allow them to be removed from 
Compliance Monitoring Enforcement Program (CMEP) oversight. 


Participated in Facility Ratings Alert Program 
NERC launched a Facilities Ratings alert program at the end of 2010, with a goal of having all BES 
lines checked for clearances and ratings by the end of 2013. The SPP RE Events Analysis group is 
coordinating this activity for the SPP RE footprint. The high priority line assessments have been 
completed in the SPP region with remediation activities either completed or underway. The first 
report on medium priority facilities was made in July 2012; at that time, only a few entities had 
begun or completed the assessments for medium priority facilities. The next report is due in January 
2013.   


Published Reliability Assessments  
SPP RE is responsible for developing annual winter, summer, and long-term reliability assessments.  
The 2012 long-term reliability assessment shows adequate reserve margins for the SPP RTO 
footprint over the next ten years. The assessments identified several federal EPA regulations that 
could impact regional reliability, primarily due to outage coordination scheduling for a large number 



http://www.spp.org/section.asp?group=2243&pageID=27

http://www.nerc.com/files/SW_Cold_Weather_Event_Final_Report.pdf

http://www.nerc.com/files/AZOutage_Report_01MAY12.pdf

http://www.nerc.com/files/AZOutage_Report_01MAY12.pdf
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of generators. Even though the Cross-State Air Pollution was vacated in August 2012, the reliability 
impacts of the Mercury and Air Toxic Standard and other EPA regulations continue to be studied.  


 


Enforcement 


Processed 251 violations; Received 173 
The SPP RE Enforcement group received 173 violations in 2012 that were either self-reported by 
Registered Entities or discovered by the Compliance Monitoring group. We processed 251 violations 
in 2012, and for the second year in a row processed more violations than we received. Enforcement 
improved its processes and procedures, and staff continued to gain experience allowing them to 
process an increasing number of violations through the CMEP. With a caseload of 168 violations as 
of December 31, 2012, our caseload continues to represent less than a one-year caseload. 


Reviewed 147 Mitigation Plans; Improved Processes 
In 2012, Enforcement reviewed 147 completed mitigation plans. With the addition of a CIP 
Compliance Specialist, we were able to reduce our reliance on consultants and allow Case Managers 
to focus on processing violation. In an effort to improve system reliability, we targeted “High 
Impact” or high risk violations for mitigation as soon as possible. To achieve this objective, we 
established a performance goal of soliciting an acceptable mitigation plan for High Impact violations 
within 120 days of violation discovery. In 2012, Enforcement averaged 100 days to receipt of 
acceptable mitigation plans for High Impact violations.   


Compliance Hearing 
At the request of a Registered Entity, in 2012 SPP RE initiated its second hearing on a compliance 
violation. The hearing is underway and an Initial Hearing Officer Decision is scheduled for 
November 8, 2013.  


Processed 74 FFTR Remediated Actions 
FERC issued its Order on the NERC Compliance Enforcement Initiative in March 2012. The Order 
approved NERC’s implementation of the Find, Fix, Track and Report (FFTR) disposition process for 
violations that represent a minimal risk to the Bulk Electric System. Enforcement implemented a 
triage process for incoming violations to expedite the identification and processing of FFTR 
violations. Identified FFTR candidates are assigned to a single Case Manager and expedited through 
the mitigation process. In 2012, we processed 74 possible violations utilizing the FFTR process.   
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2012 Metrics Performance 


 
 
  


Metric Actual 
Performance 


1.  Expedite processing and mitigation of High Impact (HI) violations 113% 


2.  Process December 31, 2011 caseload within 2012 107% 


3.  Accept or reject MPs within 30 days of submission by Registered Entity 83% 


4.  Complete MP completion reviews within 30 days of Registered Entity 
notification of completion 120% 


5.  Complete quarterly MP milestone completion reviews within 30 days of 
the end of the quarter 119% 


6.  Publish non-public off-site audit report to NERC 118% 


7.  Publish non-public on-site audit report to NERC 112% 


8.  Publish non-public Spot Check reports to NERC 110% 


9.  Publish internally completed assessment of self-certification/exception 
reporting/periodic data submittals 104% 


10.  Process incoming Possible Violations to NERC through webCDMS in 5 
business days or less 109% 


11.  Reduce average cash cost of on-site/off-site audits over 2011averages; 
includes contractor billings and travel 150% 


12.  Increase outreach/oversight of relay misoperations data to reduce reported 
misoperations for 1Q-3Q 2012, versus same period of 2011 150% 


TOTAL 112% 
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Outreach 


SPP RE holds three compliance workshops annually. Members, Registered Entities, and other 
interested parties are invited to attend and learn more about SPP RE and NERC processes, emerging 
issues, compliance best practices, and more. In addition to presentations by SPP RE staff, guests 
from FERC, NERC, and entities are invited to speak on topics of interest. In 2012, SPP RE held 
three workshops with 463 participants, an 18% increase over 2011. 
 
In April 2012 SPP RE launched a series of training videos to capture for future audiences basic 
compliance education presented at webinars and workshops. We posted 14 videos to 
vimeopro.com/sppre/basics; they were played almost 1,000 times since the series launch. 
 
SPP RE regularly hosts webinars to inform entities about compliance matters and emerging issues. 
In 2012, SPP RE hosted 10 webinars with 509 registrants. The average number of registrants per 
webinar increased 20% over 2011. 
 
SPP RE issued 12 monthly e-newsletters that included feature articles, workshop and webinar 
invitations, and updates on SPP RE and NERC activities. 
 
In 2012, SPP RE staff continued to participate in the RE Trustees, MOPC and the following working 
groups: Operating Reliability, Transmission, System Protection and Control, Critical Infrastructure 
Protection, Generation, Model Development, and Operations Model Development. The RE General 
Manager also participates in the Board of Directors meetings.  
 
Several staff serve in NERC leadership roles: Kevin Perry is Chairman of the CIP Compliance 
Working Group, Jeff Rooker is Chairman of the RSAW Working Group, Andrea Doucette is Vice 
Chair of the Compliance Information Management Group, and Jim Williams is Vice-Chair of the 
Compliance Monitoring Practices Working Group. 
 
In addition to SPP RE sponsored activities, the SPP RE staff participates or presents at other forums 
including the North American Generator Forum. 
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Organization and Administrative 


First Strategic Plan Approved 
SPP RE’s first strategic plan, SPP RE Strategic Plan – 2012-2015, was approved at the January 2012 
Trustee meeting. The proposed Strategic Plan has three foundational strategies: 1) Effectively 
perform NERC-delegated functions, 2) Create member and Registered Entity value, and 3) Enhance 
reliability and critical infrastructure protection. 


Responded to FERC Audit  
On November 2, 2010, FERC notified SPP that it was beginning its follow-up audit of SPP in 
accordance with its Order on the 2008 audit. FERC conducted its on-site audit the week of January 
31, 2011. FERC found that SPP RE successfully completed the 20 recommendations from the 2008 
audit. The audit report identified five areas of weakness with SPP RE’s implementation of the 
CMEP:  1) weaknesses in processes and procedures for processing mitigation plans; 2) lack of 
enterprise-wide policy for contractor conflict of interest; 3) lack of policies and procedures for SPP 
RE staff to report SPP RE’s non-compliance with NERC Rules of Procedure; 4) shortcomings in 
providing timely notices to Registered Entities and NERC of TFE acceptances, and 5) significant 
backlog of open violations pending final disposition. The audit report found no weaknesses that 
resulted in a negative impact to reliability. We filed our compliance plan to the 2011 FERC Audit 
report on November 5, 2011. Effective in 2012, we believe we have completed all the action plans 
for the recommendations from the audit. 


Improved Technology 
In 2012, SPP RE began using webCDMS to synch violation documents directly with NERC. This 
time-saving enhancement adds automation to the synch process and should continue to improve the 
efficiency and accuracy of violation processing. SPP RE staff worked with OATI and other regions 
to test and implement other webCDMS enhancements. 
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Regional UFLS Standard and  
Standard Manual Review 


In November 2012 the NERC Board of Trustees approved the SPP Automatic Underfrequency Load 
Shedding (UFLS) Regional Standard, PRC-006-SPP-01. PRC -006-SPP-01 develops, coordinates, 
and documents requirements for automatic UFLS programs to arrest declining frequency and assist 
recovery of frequency following underfrequency events within the SPP RE footprint. UFLS 
standards are basic, fundamental standards of prime importance to Bulk Electric System reliability. 
If FERC approves the standard, its data submittal requirements (R4, R5, R6) will become effective 
the first day of the first calendar quarter one year after approval; the other requirements will become 
effective in three years. 
 
The SPP RE Regional Standards Development Process Manual voting process steps were 
implemented for the first time PRC‐006‐SPP‐1, and SPP RE received questions and comments from 
stakeholders regarding the process. In July, MOPC established the Standards Process Manual Task 
Force (SPMTF) to recommend process revisions to address these concerns. The SPMTF held six 
meetings in 2012 and completed a revised draft manual which was posted for public comment in 
January 2013. 
 


Stakeholder Survey 


SPP RE strives to continuously improve its performance of its NERC-delegated functions. Each year 
we ask Registered Entities to provide anonymous input on programs and customer service. The 2012 
survey had a 54% response rate (66 respondents), up from 38% in 2011. When asked how well SPP 
RE’s 2012 programs and services meet expectations, respondents rated them between 3 (meets 
expectations) and 3.4 (4 is exceeds expectations). Respondents rated employees’ customer service 
ability between 3.8 (3 is average) and just above 4 (good). Of the respondents who interact with 
other Regional Entities, 59% rated SPP RE about the same, 25% rated SPP RE somewhat better, and 
16% rated SPP RE much better. Ratings have annually increased in all five major categories from 
2010-2012. Regarding overall satisfaction with SPP RE, 2012 average and below average ratings 
decreased over 2010 and 2011; excellent ratings increased. 
 


SPP RE Overall 
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2012 Goals and Achieved Performance 


Several goals were outlined in the 2012 year-end report. Each of these is listed below with its status. 
 


• Increase outreach to Registered Entities’ senior leadership - Underway 


• Adopt and begin implementation of SPP RE Strategic Plan - Completed 


• Specific performance metrics – 11 of 12 performance metrics met (see page 6) 


• Increase collaboration with SPP RTO Compliance Group - Underway 


 


2013 Goals 


• Participate in auditor certification process as determined by NERC 
 


• Develop tools to assess entity internal controls 
 


• Validate and upload to webCDMS Case Record documents for 75% of the closed violations. 
The goal is to fill documentation voids in webCDMS resulting from conversion of the 
previous “workbook" process to using webCDMS to transmit Enforcement documents to 
NERC. 
 


• Implement suggested improvements to CMEP processes based on inter-regional review and 
NERC’s new Reliability Assessment Initiative  
 


• Specific performance metrics 
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• The PC approved request for section 1600 data request that expands TADS reporting to 
the NERC BOT and the NERC BOT has since approved the request. The changes 
include: 
1. Expansion of reporting requirements from 230 kV and above to all BES elements 


including those below 100 kV. This applies only to BES elements and will include 
automatic outages. The earliest reporting would begin is 2014. Non-automatic 
operational outages will also be included at a later date. 


2. Changing the data collection from annual to quarterly with the first two quarters due 
on September 30, 2013.  


3. Submission of additional transmission inventory data. Element identifier and circuit 
mileage by circuits will be due June 30, 2013. The remainder of the inventory data is 
due February 15, 2014. 


 
• NERC staff presented a plan to begin standard development on Geomagnetic 


Disturbances (GMD). The plan consists of two phases and follows the FERC NOPR.  
o In Phase I, a standard to require an operating procedure will be developed; 
o In Phase II, a standard will be developed that will require vulnerability 


assessments of key transformers and associated mitigation plans. The 
vulnerability assessment may be limited to those transformers with at least one 
winding above 200 kV and one grounded winding.  


They are starting the work before the final rule from FERC is issued because the 
NOPR proposed the first phase be completed within 90 days of the final rule and 
NERC feels the need for more time beyond the 90 days. 


 
• The PC approved recommendations to continue to use the various thresholds included in 


the new BES definition. The BES drafting team had requested that the PC develop 
technical justifications for various thresholds. These thresholds include: 


o 100 kV for transmission 
o 20/75 MVA threshold for generators 
o  Reactive power threshold for reactive devices  
o Amount of power flow out of a local network.  
The subcommittees and working groups were unable to provide a true technical 
justification which is the reason to continue utilizing the existing thresholds in the 
BES definition. For reactive devices, the assigned subcommittee could find no 
justification to exclude any reactive device. The recommended threshold will be 0 
MVAr. Finally, the recommended threshold for the local network is that load shall 
not exceed 300 MW.  


 
• The PC approved the whitepaper and associated SAR to improve the MOD standards. 


The System Analysis and Modeling Subcommittee (SAMS) will submit the SAR which 
proposes to combine MOD-010 through MOD-015.  


 
• SAMS and System Protection and Control Subcommittee (SPCS) presented an update on 


a whitepaper on Special Protection Systems (SPS) and Remedial Actions Schemes 
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(RAS). The whitepaper defines what they are and also lists some specific examples that 
are not SPS/RAS. It also proposed to consolidate some of the standards dealing with SPS 
and RAS, to modify other requirements and to propose new requirements where gaps 
have been identified. The new requirements would compel the Reliability Coordinator 
and Planning Coordinator to study the effects of SPS and RAS. The report also includes a 
section on modeling and performing simulations. The Planning Committee will be asked 
to approve the whitepaper at the March meeting. 


 
• The Protection System Misoperations Task Force chair presented interesting trend data 


regarding misoperations covering the period from January 1, 2012 to April 1, 2012. There 
were approximately 2203 reported misoperations.  


o 94% of the misoperations are unnecessary trips which reflect a bias toward 
dependability. 


o  Incorrect settings/logic/design errors, relay failures/malfunctions and 
communication failures accounted for 65% of the misoperations.  


o 66% of misoperations occur on the 100-200 kV transmission system while this 
voltage class only makes up 47% of the total BES circuit miles.  


o Failure rates of electro-mechanical relays and solid state relays are similar while 
the failure rate of micro-processor relays is significantly lower. 
  


• The Standards Committee asked the PC to research the need for a protection system 
commissioning standard in response to an event caused by an incorrect CT ratio. The 
protection system was not adequately tested prior to placing it into service. The SPCS 
determined that a standard could have unintended consequences as most Registered 
Entities currently have rigorous commissioning standards and standard may conflict or 
even relax the standards  The SPCS proposed to address the problem by identifying weak 
commissioning practices through analysis of protection system misoperations and 
through the development of an industry reference document and sharing of lessons 
learned. 


 
• The PC agreed to address some key recommendations from Arizona-Southern California 


Outage. The PC will develop a whitepaper to address technically-based criteria for which 
sub-100 kV elements should be included in models, the base power flow models and 
parameters TOPs should use to conduct simulations and if PRC-023-2 needs to be 
expanded to cover more sub-200 kV relays. 


 
• The PC approved the release of a model validation field trial letter. The letter is directed 


to industry and asks for volunteers to perform a field trial of the procedures in the 
whitepaper “Procedures for Validating Power flow and Dynamics Cases” which was 
approved by the PC in December 2011. 


 
• The Energy Information Administration is updating their EIA Form 411. Updates are 


expected to be final by the end of 2013. 
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NERC Compliance and Certification Committee (CCC) 
Report to Southwest Power Pool Regional Entity Trustees 
Submitted by Jennifer Flandermeyer, SPP RRO Member, NERC CCC 
Senior Manager, Operations Compliance, Kansas City Power & Light 
January 17, 2013 
 


NERC CCC Meeting  
 
 The NERC CCC held its quarterly meeting in Phoenix, AZ on December 5-6, 2012. The materials for 


this meeting can be found: 
 


o Agenda:  Error on website, attached to written report. 
 


o Minutes and Presentations:   Not yet available.   
 
 


 The CCC received an update on the Reliability Issues Steering Committee (RISC) activity.  As a newer 
committee, they are an advisory committee that reports to the NERC Board of Trustees.  They 
perform the following activities:   


o Triages and provides leadership and accountability for nominated issues of strategic 
importance to bulk power system (BPS) reliability 


o Helps to establish a common understanding of the scope, priority, and goals for developing 
solutions to address these issues 


o Provides framework for helping NERC / industry focus resources towards improving BPS 
reliability 


o Manages a broader, governance function over higher risk items to inform the BOT on 
activities occurring to mitigate risk.  Higher risk items include topics such as human error, 
protection systems, situational awareness, generation availability, EMP, Pandemic, etc. 


o There are members from the standing committees as well as members at large.   
 


 Substantial time was dedicated to the Reliability Assurance Initiatives, white papers proposed for 
industry comments and coordination with the Risk Based Reliability Compliance Working Group as a 
subset of the CCC that worked with NERC on the Entity Impact Evaluation.  Earl Shockley, Lane 
Lanford and Jerry Hedrick were there to present and discuss with the Committee.  There was active 
debate over internal controls, how they are defined, how they will be managed, what can be 
mandated and / or expected, impacts to diversity in regions, how this will influence enforcement and 
what the mechanism will be to ensure consistency in application.   
 


 The ERO Monitoring subcommittee delivered the results of the 4th annual Stakeholder satisfaction 
survey.  The survey was sent to 1,627 individuals and the response rate was 26.4%.   Discussion 
occurred for ideas to encourage participation to drive positive improvements in programs.  The SPP 
response rate was 42% - ranking 3rd of the 8 regions in participation.  Overall themes were consistent 
with prior years suggesting that communication and consistent application across regions are still 
problematic.  There were many positive items captured as well with regional improvements to 
programs and approaches to support the reliability of the grid. 


 
 NERC Staff made a presentation on the retooling of the Standards Development Process.  They will 


have three development teams and one information management team to support all three.  This will 
increase productivity and flow management capacity.  The premise depends on a heavy level of 
industry engagement and support for the efforts as well as a restart on trust between the ERO and 
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industry participants.  NERC believes our mutual success and ability to maintain control of the 
outcomes is dependent on the industry support, participation and ability to move well crafted 
standards quickly through the processes to conclusion.  The NERC Standards Committee will have a 
critical role in this process.  The CCC subcommittee for Standards Interface will have a critical role in a 
quality review form of the developments and deliverables from Standards Drafting Teams.  NERC has 
reviewed and anticipates improvements or changes to the composition of drafting teams as well as 
the standards processes themselves.  This work is correlative to the Standards Process Improvement 
Group (SPIG) formed by the Member Representatives Committee for actions in this area and 
reporting to the NERC Board.  Five recommendations were approved by the NERC Board in May 2012.  
Some of the aforementioned changes are resultant from the SPIG recommendations.  The revisions 
and resolution will be presented in final form to the NERC Board in February 2013.   
 


 The CCC discussed the results of the Compliance Monitoring and Enforcement Program audit of 
NERC.  In addition, the results of the Organization Registration and Certification audit of NERC were 
presented.   


 
 The Committee concluded the meeting with review of recent enforcement statistics, pending changes 


to Rules of Procedure and updates from NERC staff on various process changes.   
 
 Scheduled CCC meetings are as follows: 
 


o March 13-14, 2013, Atlanta, GA 
o June 12-13, 2013, Atlanta, GA (tentative) 
o September 18 – 19, 2013 Denver, CO 
o December 4 – 5, 2013, Atlanta, GA (tentative) 


 







 


 


Agenda 
Compliance and Certification Committee  
 
December 5, 2012 | 1:00–5:00 p.m. 
December 6, 2012 | 8:00 a.m.–Noon  
 
Arizona Public Service Company 
400 North 5th Street 
Phoenix, AZ 85004 
 
Introductions and Chair’s Remarks 
 
NERC Antitrust Compliance Guidelines and Public Announcement 
 
Agenda 


1. Administrative – Secretary  


a. Announcement of Quorum 


b. Compliance and Certification Committee (CCC) Roster Update 


c. Action Item Update 


2. Committee Business  


a. Review and Approve CCC September 2012 Meeting Minutes – Terry Bilke  


b. Report of November 2012 Member Representative Committee (MRC) and Board of Trustees 
(Board) Meeting – Patti Metro* 


c. Reliability Issues Steering Committee (RISC) Update – Clay Smith 


d. 2013 CCC Work Plan (Final Review) Patti Metro* 


e. Audit of NERC Compliance Monitoring Enforcement Program (CMEP) and Organization 
Registration and Certification Program (ORCP) – Mechelle Ferguson and Clay Smith 


f. Reliability Assurance Initiative  – Lane Lanford 


i. NERC Update – Earl Shockley 


ii. Regional Entity (RE) Perspective – Lane Lanford 


iii. CCC Input – Robert Hoopes 
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3. Subcommittee Updates 


a. Electric Reliability Organization  Monitoring Subcommittee (EROMS) – Ted Hobson  


i. 2012 Stakeholder Survey Update and Action Plan – Ted Hobson and Jelena Crawford 


ii. Approve Self-Certifications 


b. Standards Interface Subcommittee (SIS) – Jim Stanton* 


i. Single Portal Proposal 


ii. Future of Compliance Elements 


iii. Standard Processes Manual (SPM) Changes Affecting Development of Compliance Elements 
– Val Agnew 


c. Procedures Subcommittee (PROCS) – Matt Goldberg 


i. Rules of Procedure  (Actionable Timelines Review) 


ii. Review Compliance and Certification Committee Protocol’s (CCCPs) for Updates 


d. Organization and Certification Subcommittee (ORCS) – Howard Rulf  


i. Rules of Procedure 500 and Appendix 5A Update 


ii. RISC Nomination  


e. Nominating Subcommittee – Martin Huang  


4. Compliance Metrics Dashboard – Greg Pierce and Ed Kichline 


5. NERC Staff Update 


a. Reliability Assurance Initiative  (RAI) Update – Earl Shockley 


b. Internal and Reliability Risk Controls – Jerry Hedrick   


c. Enforcement Statistics – Ed Kichline 


6. Member Round Table – Final – Terry Bilke  


7. Future Meeting Dates 


a. March 13-14, 2013 


b. June 12-13, 2013 


c. September 18-19, 2013 


d. December 4-5, 2013 


8. Adjourn 


 


* Background materials included. 
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